@ OUCI'YS. Enterprise

SAMPLE Spectre-Meltdown Patch Reporting
January 17, 2018

This report was generated with an evaluation version of Qualys

Report Summary

Created: 01/17/2018 at 02:43:36 PM (GMT-0800)
Company: TAM Demo Account

Address: 1600 Bridge Parkway

City: Redwood Shores

State: California

Zip: 94065

Country: United States of America

User Name: Debra Fezza Reed

User Role: Manager

Title: SAMPLE Spectre-Meltdown Patch Reporting
Asset Groups: All

IPs: -

Asset Tags: -

Group by: Operating System
Created on: 01/17/2018

Includes hosts scanned since: 12/18/2017

Total Patches: 7
Hosts Requiring Patches: 8

Total Vulnerabilities Addressed: 9

Results
CentOS Linux 7.4.1708
Total Patches: 1
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Hosts Needing Patches: 1
Total Vulnerabilities Addressed: 1

CESA-2018: Severity: 4 CentOS Security Update for kernel (CESA-2018:0007) (Spectre/Meltdown) Hosts: 1 Published:
0007 centos 13 days ago
7

centos 7

htt ps://lists.centos.org/pipermail/
centos-announce/2018-
January/022696.html

» 192.168.1.5 (huc.home.private,-) - Global Default Network cpe:/o:centos:centos_linux:7.4.1708::: (1 vulnerabilities)
QID Severity Title Instance Last Detected
256345 | [ | | ) CentOS Security Update for kernel (CESA-2018:0007) (Spectre/Meltdown) - <1 day ago

Mac OS X 10.11.6

Total Patches: 2
Hosts Needing Patches: 2
Total Vulnerabilities Addressed: 3
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HT208331 Severity: 4  Apple macOS Security Update for High Sierra, Sierra and El Capitan Not Installed Hosts: 2 Published:
(Meltdown) 42 days ago

macOS High Sierra
htt ps://support.apple.c om/en-in/

HT208331
» 172.31.4.88 (102354mbp1l5.local,102354MBP15) - Global Default Network (1 vulnerabilities)
QID Severity Title Instance Last Detected
370710 ERER | 4 Apple macOS Security Update for High Sierra, Sierra and El Capitan Not Installed (Meltdown) - <1 day ago

, 192.168.1.125 (100366mbp15.local,100366MBP15) - Global Default (1 vulnerabilities)

Network
QID Severity Title Instance Last Detected
370710 HEER | 4 Apple macOS Security Update for High Sierra, Sierra and El Capitan Not Installed (Meltdown) - < 1 day ago
mfsa2018-01 Severity: 4 Mozilla Firefox Spectre Vulnerability (mfsa2018-01)(Spectre) Hosts: 1 Published:
13 days ago
MAC OS X
htt ps://lw w w.mozilla.org/en-US/
security/advisories/mfsa2018-01/
Windows
htt ps://lw w w.mozilla.org/en-US/
security/advisories/mfsa2018-01/
» 172.31.4.88 (102354mbp1l5.local,102354MBP15) - Global Default Network (1 vulnerabilities)
QID Severity Title Instance Last Detected
370712 HRER | 4 Mozilla Firefox Spectre Vulnerability (mfsa2018-01)(Spectre) - < 1 day ago
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Mac OS X 10.13.2

Total Patches: 1
Hosts Needing Patches: 2
Total Vulnerabilities Addressed: 2

HT208397, Severity: 4 Apple macOS High Sierra Supplemental Update / Safari 11.0.2 update (Spectre) Hosts: 2 Published: 9
HT208403 days ago

OS X High Sierra

htt ps://support.apple.c om/en-us/
HT208397

Safari for Mac OS X

htt ps://support.apple.c om/en-us/
HT208403

, 192.168.1.136 (101298mbp15.home.private,101298MBP15) - Global

Default Network (1 vulnerabilities)

QID Severity Title Instance Last Detected
370716 L[| | Apple macOS High Sierra Supplemental Update / Safari 11.0.2 update (Spectre) - <1 day ago

, 192.168.254.215 (macbook-air-de-cyrille.local, MACBOOKAIR-1B08) -
Global Default Network

QID Severity Title Instance Last Detected
370716 HEEN | 2 Apple macOS High Sierra Supplemental Update / Safari 11.0.2 update (Spectre) - < 1 day ago

(1 vulnerabilities)

Microsoft Windows 10 Pro 10.0.15063 N/A Build 15063
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Total Patches: 1
Hosts Needing Patches: 1
Total Vulnerabilities Addressed: 1

KB4056892, Severity: 4 Microsoft Edge Security Update for January 2018 (ADV180002) (Spectre/ Hosts: 1 Published:
KB4056888, Meltdown) 14 days ago
KB4056890,

KB4056893,

KB4056891,

ADV180002

htt ps://portal.msrc.microsoft.c om/
en-us/security-guidance

, 192.168.1.18 (gamingmonster, GAMINGMONSTER) - Global Default

Network (1 vulnerabilities)

QID Severity Title Instance Last Detected
91425 HEEN | 2 Microsoft Edge Security Update for January 2018 (ADV180002) (Spectre/Meltdown) - 12 days ago

Ubuntu Linux 14.04.5

Total Patches: 2
Hosts Needing Patches: 2
Total Vulnerabilities Addressed: 2
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USN-3524-1 Severity: 4

Ubuntu Security Notification for Linux Vulnerability (USN-3524-1) (Meltdown)

14.04 (Kylin) on src

htt ps://launchpad.net/ubuntu/+
source/linux/3.13.0-139.188

htt ps://launchpad.net/ubuntu/+
source/linux/3.13.0-139.188

htt ps://launchpad.net/ubuntu/+
source/linux/3.13.0-139.188

htt ps://launchpad.net/ubuntu/+
source/linux/3.13.0-139.188

Hosts: 1 Published: 8
days ago

» 172.16.5.4 (wordpress,-) - Global Default Network

(1 vulnerabilities)

QID
197014

Ubuntu Security Notification for Linux Vulnerability (USN-3524-1) (Meltdown)

Instance Last Detected
- <1 day ago

USN-3516-1 Severity: 3

Ubuntu Security Notification for Firefox Vulnerabilities (USN-3516-1)

16.04 (Xenial) on src

htt ps://launchpad.net/ubuntu/+
source/firefox/57.0.4+
build1-Oubuntu0.16.04.1

17.10 (artful) on src

htt ps://launchpad.net/ubuntu/+
source/firefox/57.0.4+
build1-Oubuntu0.17.10.1

17.04 (zesty) on src

htt ps://launchpad.net/ubuntu/+
sourceffirefox/57.0.4+
build1-Oubuntu0.17.04.1

14.04 (Kylin) on src

htt ps://launchpad.net/ubuntu/+
sourceffirefox/57.0.4+
build1-Oubuntu0.14.04.1

Hosts: 1 Published:
12 days ago
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» 192.168.135.128 (ubuntu,-) - Global Default Network (1 vulnerabilities)

QID Severity Title Instance Last Detected
197006 [ [ ] 3 Ubuntu Security Notification for Firefox Vulnerabilities (USN-3516-1) - 2 days ago

This report was generated with an evaluation version of Qualys

Customized Spectre-Meltdown Patch Reporting Template per https://community.qualys.com/docs/DOC-6331

CONFIDENTIAL AND PROPRIETARY INFORMATION.
Qualys provides the QualysGuard Service "As Is," without any warranty of any kind. Qualys makes no warranty that the information contained in this report is complete or error-free. Copyright 2018, Qualys, Inc.
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