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About This Document

This document provides details related to the Enhanced Oracle Java Discovery a new capability
implemented by Qualys Research team.

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and
compliance solutions. The Qualys Cloud Platform and its integrated apps help businesses
simplify security operations and lower the cost of compliance by delivering critical security
intelligence on demand and automating the full spectrum of auditing, compliance and
protection for IT systems and web applications.

Founded in 1999, Qualys has established strategic partnerships with leading managed service
providers and consulting organizations including Accenture, BT, Cognizant Technology
Solutions, Deutsche Telekom, Fujitsu, HCL, HP Enterprise, IBM, Infosys, NTT, Optiv,
SecureWorks, Tata Communications, Verizon and Wipro. The company is also founding member
of the Cloud Security Alliance (CSA). For more information, please visit www.qualys.com.



https://cloudsecurityalliance.org/
http://www.qualys.com/
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What Happened?

On Dec 10" Qualys research team released an update to its signatures to detect Oracle Java
instances installed in non-standard locations. As a result of this change, customers saw an
increased number of Oracle Java vulnerabilities being reported in their environment negatively
impacting their year-end compliance posture reporting.

Why were the changes implemented?

The Qualys research team is continuously looking for better ways to identify and accurately
report vulnerabilities. As part of this effort, and also based on customer requests we updated
Oracle Java vulnerability detection logic to give our customers better visibility into vulnerable
instances of Oracle Java installed in non-standard locations.

What was the impact of the change?

Customers saw an increased number of Oracle Java vulnerabilities that were installed in non-
standard locations.

What steps is Qualys taking to help customers?

Qualys research team has created a detailed blog explaining the new detection logic for QIDs
for Oracle Java, and has also laid out scenarios where these QIDs will be reported as vulnerable.

We have also added a FAQ section to the blog, which answers frequently asked questions from
our customers. We will continue to update the FAQ section based on input from customers.

How have Qualys customers reacted to this change?

Qualys customers are appreciative of the fact that these changes bring in required visibility into
Oracle Java vulnerabilities in instances installed in non-standard locations that were not
reported earlier. But they requested going forward to have a pre-notification for such changes.
Which we are implementing right away.


https://blog.qualys.com/product-tech/2020/12/10/qid-spotlight-enhanced-oracle-java-discovery
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Which Oracle Java QID’s were impacted by this update?

The Following list of QIDs were impacted as part of this change.

119956, 120274, 120443, 120443, 120604, 120799, 120832, 45188, 120879, 120970,
121061, 105490, 121279, 121515, 121712, 122007, 122362, 122741, 123168, 123519,
105618, 123714, 124169, 124567, 124882, 370087, 370161, 370280, 370371, 370469,
370610, 45285, 45286, 370727, 45301, 370887, 105750, 371079, 371265, 371528,
371749, 105801, 372013, 372163, 372333, 372508, 373156, 373540, 105412

What options are available to exclude the Oracle Java QID’s
from reporting?
Two options to exclude QID's.

1. Use a Static Search List to filter out Java QID’s from reporting.

a. Inthe next section, we’ll cover multiple options to filter out the list of Java QID’s
impacted by this update. Below is an example of where to create your search list:

Edit Static Vulnerability Search List [

General Information

QlDs
QiDs > Enter the QIDs that are to be included In this list. You may cut and paste manually or select from the
knowledgebase.
Comments ncluded QIDs:
® Info QIO . Title Select |
[x O 45188 Java Development Kit (JOK) /Java Runtime Environment (JRE) 1.7
Manual |
Installed
i 5285 Java Developmet it (JOK) Mava e v ent (JRE) 1.8
(%] 45285 Ja pment Kit (JOK) /Java Runtime Environment (JRE) Clear All |
Installed )
0 O a5z ment Kit (JOK) /Java Runtime Environment (JRE)
0 G
[ 6 105490 ECL/Obsolete Software: Oracle Java SE/JRE/JDK 6/1.6 Detected
© () 105618 EOL/Obsolete Software: Oracle Java SE/JRE/JDK 7/1.7 Detected
@ (@ 105750 EOL/Obsolete Software: Oracle Java SE/JRE/IDK 9 Detected
@ (D 105801 EOL/Obsolete Software: Oracte Java SEARFAIDK 10 Detected h
Cancel Save As... m

2. Temporarily Disable the list of Java QIDs in the KnowledgeBase.

a. All Reporting through Ul, and API will exclude the QID's unless they are explicitly
included.

b. Enable the QID's once you are ready to process data.
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c. Below is an example of temporarily disabling the vulnerability.

Edit Vulnerability LaunchHelp @ x
General information >
Title: Oracle Java SE Critical Patch Update - February 2012

[ Severity Leval: 4-Critical - Standard v
Impact Vulnerability Type: Confirmad Vuinerability
Solution Discovery Method:  Authenticated Only
Authentication:  Windows or Unix ¢
Change Log
NAC/NAM: No
Detalls:
-3 110956
Category: Local
CVE ID CVE-2012.0497 CVE-2012.04988 CVE-2012-0499 CYE-2012-0500 CVE-2012-0601 CVE-2012-0502 CVE-2012.
0503 CVE-2012-0504 CVE-2012-D505 CVE-2012-0508 CVE-2012-0507 CVE-2011-3563 CVE-2011.5035

Vendor Reference: Cracle JAVA CPU FEB 2012

Bugtraq 10: 62161, 52012, 52019, 62016, 52016, 52013, 52011, 62018, 52017, 52014, 52009, 52020
evss:

CVSS Base: 10 AVNA

CVSS Temporal: 8.3

CVSS3 Base: .

CVSS3 Temporal: -

PCI Reasons: Reasons for lailing PCI compliance are below

Disable this vulnerabiiity

Cancel Restore Defaults m

What options in reporting and widgets are available to identify
or filter out these detections?

There are multiple options to identify and filter out Oracle Java detections.

1. Filter detections using Exclude QIDs from the reporting Ul

Customers can choose to temporarily exclude findings from these QIDs using Report
Templates and search lists to reduce impact on end of year reporting metrics.
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New Scan Report Template Tumhelptips: On IO LaunchHelp [ X

Report Title
Selective Vulnerability Reporting

Use Complete reporting to show results for any and all vulnerabilities found or

Findings

Display use Custom to report on a selection of vulnerabilities.

OComplete

Services and Ports
Exclude QIDs
User Access % Info Title + AddLists |
O ® Jevaais _ Clear il_|
X/ Info Title
luded O e Suet
P g SY
@LE 3Com
Em AB
mL.E ADTX
w M AIX
Gancel Tost_| savere..) (SN

2. Filter detections using the API
Use the API to call the report created above to exclude the QIDs.

https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf (refer to pg. 475 & 513)

3. Use Remediation Policies and Report Templates to exclude QIDs
Review the following videos to exclude the QIDs using remediation policies.

https://vimeo.com/341663056 (Remediation Policies)
https://vimeo.com/341661423 (Report Templates)

How can | track these changes through a Dashboard in VMDR?

With Qualys Unified Dashboard, you can track Java vulnerabilities, impacted
hosts, their status and overall management in real time. Enable trending so you
can keep track of these vulnerability trends across your environments.
Dashboard: Java QIDs and All Java Vulnerabilities!



https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://vimeo.com/341663056
https://vimeo.com/341661423
https://qualys-secure.force.com/customer/s/article/000006478
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SCANS REPORTS REMEDIATION ASSETS  KNOWLEDGEBASE  USERS 2 0:
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L
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How would this change impact status of QIDs detected with old
detection logic?

The QID status will continue to follow standard QID status workflow. Please review following
link for more details.

https://qualysguard.qg2.apps.qualys.com/gwebhelp/fo portal/scans/vulnerability status.htm

How will Qualys notify customers of similar changes in future?

Qualys research team will implement a 15-day notification process for any bulk modification of
QIDs or significant changes to underlying QID detection logic for major applications.

https://notifications.qualys.com

Will Qualys add similar detection support for other
technologies?

Yes. Qualys research team plans to add similar detection capabilities for other technologies.
The team will provide a 15-day notification before such changes are made live. In addition to
that we will allow customers to opt-in into enhanced detection capabilities in future.

10


https://qualysguard.qg2.apps.qualys.com/qwebhelp/fo_portal/scans/vulnerability_status.htm
https://notifications.qualys.com/
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