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List of Non-supported Controls for Oracle
Database 19C

CID

Statement

24994

The current status of the 'maximum password reuse' value for non-Oracle Maintained users

24993

The current status of the 'Password life time' value for non-Oracle Maintained users

24992

The current status of the Password lock time value for non-Oracle Maintained users

23845

Status of 'CREATE%' system privilege granted to roles (direct and indirect grants)-

23843

Status of 'RESOURCE' role privilege granted to roles (direct and indirect grants)

22151

List of the accounts that have the default password

22022

Status of 'Access control lists(ACL) Host principal and privilege' value in the
DBA_NETWORK_ACLS

22021

Status of Network host in the DBA_NETWORK_ACLS

22020

Status of 'smtp_out_server' parameter

21760

List of database links present in the database

21555

Status of accounts account status and associate profile

20732

Status of permission set for the trc files in 'user_dump_dest' directory

20731

Status of permission set for the trc files in 'core_dump_dest' directory

20730

Status of permission set for the trc files in 'background_dump_dest' directory

20728

Status of 'DROP ANY PROCEDURE' System privilege granted to users (direct and indirect
grants)

20727

Status of 'CREATE EXTERNAL JOB' System privilege granted to the grantee (roles)

20726

Status of 'CREATE EXTERNAL JOB' System privilege granted to users (direct and indirect
grants)

20725

Status of 'OLAP_USER' System role granted to the grantee (roles)

20724

Status of 'OLAP_USER' System role granted to users (direct and indirect grants)

20723

Status of 'OLAP_DBA' System role granted to the grantee (roles)

20722

Status of 'OLAP_DBA' System role granted to users (direct and indirect grants)

20721

Status of 'OWBSCLIENT' System role granted to the grantee (roles)

20720

Status of 'OWBSCLIENT' System role granted to users (direct and indirect grants)

20719

Status of 'OEM_MONITOR' System role granted to the grantee (roles)

20718

Status of 'OEM_MONITOR' System role granted to users (direct and indirect grants)

20717

Status of 'OEM_ADVISOR' System role granted to the grantee (roles)

20716

Status of 'OEM_ADVISOR' System role granted to users (direct and indirect grants)

20715

Status of 'MGMT_USER' System role granted to the grantee (roles)

20714

Status of 'MGMT_USER' System role granted to users (direct and indirect grants)

20713

Status of 'JAVADEBUGPRIV' System role granted to the grantee (roles)

20712

Status of 'JAVADEBUGPRIV' System role granted to users (direct and indirect grants)

20708

Status of 'IMP_FULL _DATABASE' System role granted to the grantee (roles)

20707

Status of 'IMP_FULL_DATABASE' System role granted to users (direct and indirect grants)
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20706 |Status of 'EXP_FULL_DATABASE' System role granted to the grantee (roles)
20705 |Status of 'EXP_FULL_DATABASE' System role granted to users (direct and indirect grants)
20704 |Status of 'DATAPUMP_IMP_FULL_DATABASE' System role granted to the grantee (roles)
Status of 'DATAPUMP_IMP_FULL_DATABASE' System role granted to users (direct and
20703 |indirect grants)
20702 |Status of 'DATAPUMP_EXP_FULL DATABASE' System role granted to the grantee (roles)
Status of 'DATAPUMP_EXP_FULL_DATABASE' System role granted to users (direct and indirect
20701 |grants)
Status of the 'AQ_ADMINISTRATOR_ROLE' system role assigned to roles (direct and indirect
20700 |grants)
Status of the 'AQ_ADMINISTRATOR_ROLE' system role assigned to users (direct and indirect
20699 |grants)
20698 |Status of 'SCHEDULER_ADMIN' System role granted to the grantee (roles)
20697 |Status of 'SCHEDULER_ADMIN' System role granted to users (direct and indirect grants)
20696 |Status of 'MANAGE SCHEDULER' System privilege granted to the grantee (roles)
20695 |Status of 'MANAGE SCHEDULER' System privilege granted to users (direct and indirect grants)
20694 |Status of 'CREATE ANY JOB' System privilege granted to the grantee (roles)
20693 |Status of 'CREATE ANY JOB' System privilege granted to users (direct and indirect grants)
20692 |Status of 'CREATE JOB' System privilege granted to the grantee (roles)
20691 |Status of 'CREATE JOB' System privilege granted to users (direct and indirect grants)
20690 |Status of 'UPDATE ANY TABLE' System privilege granted to the grantee (roles)
20689 |Status of 'UPDATE ANY TABLE' System privilege granted to users (direct and indirect grants)
20688 |Status of 'INSERT ANY TABLE' System privilege granted to the grantee (roles)
20687 |Status of 'INSERT ANY TABLE' System privilege granted to users (direct and indirect grants)
20686 |Status of 'DELETE ANY TABLE' System privilege granted to the grantee (roles)
20685 |Status of 'DELETE ANY TABLE' System privilege granted to users (direct and indirect grants)
20684 |Status of 'DROP ANY PROCEDURE' System privilege granted to the grantee (roles)
20683 |Status of 'DROP ANY TRIGGER' System privilege granted to the grantee (roles)
20682 |Status of 'DROP ANY TRIGGER' System privilege granted to users (direct and indirect grants)
20681 |Status of 'DROP ANY TABLE' System privilege granted to the grantee (roles)
20680 |Status of 'DROP ANY TABLE' System privilege granted to users (direct and indirect grants)
20679 |Status of 'BACKUP ANY TABLE' System privilege granted to the grantee (roles)
20678 |Status of 'BACKUP ANY TABLE' System privilege granted to users (direct and indirect grants)
20653 |Status of 'ALTER ANY TRIGGER' System privilege granted to the grantee (roles)
20652 |Status of 'ALTER ANY TRIGGER' System privilege granted to users (direct and indirect grants)
20651 |Status of 'ALTER ANY TABLE' System privilege granted to the grantee (roles)
20650 |Status of 'ALTER ANY TABLE' System privilege granted to users (direct and indirect grants)
Status of the 'EXPORT FULL DATABASE' system role assigned to roles (direct and indirect
20515 |grants)
Status of the 'EXPORT FULL DATABASE' system role assigned to users (direct and indirect
20514 |grants)
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20513 |Status of 'ALTER SYSTEM' System privilege granted to grantee (roles)
20512 |Status of 'ALTER SYSTEM' System privilege granted to users (direct and indirect grants)
20511 |Status of 'ALTER TABLESPACE' System privilege granted to grantee (roles)
20510 |Status of 'ALTER TABLESPACE' System privilege granted to users (direct and indirect grants)
20509 |Status of 'DROP ANY ROLE' System privilege granted to grantee (roles)
20508 |Status of 'DROP ANY ROLE' System privilege granted to users (direct and indirect grants)
20507 |Status of 'ALTER ANY ROLE' System privilege granted to the grantee (roles)
20505 |Status of 'ALTER ANY ROLE' System privilege granted to the grantee (roles)
20504 |Status of 'CREATE ROLE' System privilege granted to grantee (roles)
20503 |Status of 'CREATE ROLE' System privilege granted to users (direct and indirect grants)
20502 |Status of 'DROP USER' System privilege granted to grantee (roles)
20501 |Status of 'DROP USER' System privilege granted to users (direct and indirect grants)
20500 |Status of 'ALTER USER' System privilege granted to grantee (roles)
20499 |Status of 'ALTER USER' System privilege granted to users (direct and indirect grants)
20498 |Status of 'CREATE USER' System privilege granted to grantee (roles)
20497 |Status of 'CREATE USER' System privilege granted to users (direct and indirect grants)
20496 |Status of 'DROP TABLESPACE 'System privilege granted to grantee (roles)
20495 |Status of 'DROP TABLESPACE' System privilege granted to users (direct and indirect grants)
20494 |Status of 'ALTER DATABASE' System privilege granted to grantee (roles)
20493 |Status of 'ALTER DATABASE' System privilege granted to users (direct and indirect grants)
20492 |Status of 'DROP PUBLIC DATABASE LINK' System privilege granted to grantee (roles)
Status of 'DROP PUBLIC DATABASE LINK' System privilege granted to users (direct and indirect
20491 |grants)
20490 |Status of 'CREATE PUBLIC DATABASE LINK' System privilege granted to grantee (roles)
Status of 'CREATE PUBLIC DATABASE LINK' System privilege granted to users (direct and
20489 |indirect grants)
Status of the 'IMPORT FULL DATABASE' system role assigned to roles (direct and indirect
20488 |grants)
Status of the 'IMPORT FULL DATABASE' system role assigned to users (direct and indirect
20487 |grants)
20486 |Status of 'DROP PROFILE' System privilege granted to grantee (roles)
20485 |Status of 'DROP PROFILE' System privilege granted to users (direct and indirect grants)
20484 |Status of 'ALTER PROFILE' System privilege granted to users (direct and indirect grants)
20483 |Status of 'ALTER PROFILE' System privilege granted to users (direct and indirect grants)
20482 |Status of 'CREATE PROFILE' System privilege granted to grantee (roles)
20481 |Status of 'CREATE PROFILE' System privilege granted to users (direct and indirect grants)
20480 |Status of 'CREATE TABLESPACE' System privilege granted to grantee (roles)
20479 |Status of 'CREATE TABLESPACE' System privilege granted to users (direct and indirect grants)
18753 | Status of auditing for '"AUDSYS.AUDSUNIFIED' table (Unified Auditing)
18752 |Status of 'XSSVERIFIERS' table access granted to roles (direct and indirect grants)
18751 |Status of 'XSSVERIFIERS' table access granted to users (direct and indirect grants)

List of Non-supported Controls for Oracle Database 19C




CID | Statement

18750 |Status of 'PDB_SYNCS' table access granted to roles (direct and indirect grants)

18749 |Status of 'PDB_SYNCS' table access granted to users (direct and indirect grants)

18748 |Status of 'HIST_HEADS' table access granted to roles (direct and indirect grants)

18747 |Status of 'HIST_HEADS' table access granted to users (direct and indirect grants)

18746 |Status of 'HISTGRMS' table access granted to roles (direct and indirect grants)

18745 |Status of 'HISTGRMS' table access granted to users (direct and indirect grants)

18744 |Status of 'ENCS' table access granted to roles (direct and indirect grants)

18743 |Status of 'ENCS' table access granted to users (direct and indirect grants)

18742 |Status of 'DEFAULT_PWDS' table access granted to roles (direct and indirect grants)

18741 |Status of 'DEFAULT_PWDS' table access granted to users (direct and indirect grants)

Status of 'CDB_LOCAL_ADMINAUTHS' table access granted to roles (direct and indirect
18740 |grants)

Status of 'CDB_LOCAL_ADMINAUTHS' table access granted to users (direct and indirect
18739 |grants)

18738 | Status of public access to the 'DBMS_PDB_EXEC_SQL' package(List of privilege)

18737 | List of public database links present in the database

18736 | List of users that have 'AUTHENTICATION_TYPE' option set to 'EXTERNAL'

18735 |Status of the INACTIVE_ACCOUNT_TIME resource parameter set in all Oracle profiles

18024 | Status of auditing for 'ALTER ANY ROLE' option (Traditional Auditing)

18023 | Status of auditing for 'ALTER TABLESPACE' option (Traditional Auditing)

18022 |Status of auditing for 'ALTER SESSION' option (Traditional Auditing)

18021 |Status of auditing for 'CREATE TABLESPACE' option (Traditional Auditing)

18020 | Status of auditing for 'ALTER ANY TRIGGER' option (Traditional Auditing)

18019 | Status of auditing for '"ALTER ANY PROCEDURE' option (Traditional Auditing)

18018 | Status of auditing for 'CREATE PROCEDURE' option (Traditional Auditing)

18017 |Status of auditing for 'CREATE PROFILE' option (Traditional Auditing)

18016 |Status of auditing for 'EXECUTE PROCEDURE' option (Traditional Auditing)

18015 | Status of auditing for 'DROP TABLESPACE' option (Traditional Auditing)

18014 |Status of auditing for 'DROP ROLLBACK SEGMENT' option (Traditional Auditing)

18013 | Status of auditing for 'DROP PUBLIC SYNONYM' option (Traditional Auditing)

18012 |Status of auditing for 'DROP PUBLIC DATABASE LINK' option (Traditional Auditing)

18011 |Status of auditing for 'DROP ANY VIEW' option (Traditional Auditing)

18010 | Status of auditing for 'DROP ANY TYPE' option (Traditional Auditing)

18009 | Status of auditing for 'DROP ANY TRIGGER' option (Traditional Auditing)

18008 |Status of auditing for 'DROP ANY SYNONYM' option (Traditional Auditing)

18007 | Status of auditing for 'DROP ANY SQL PROFILE' option (Traditional Auditing)

18006 | Status of auditing for 'DROP ANY SEQUENCE' option (Traditional Auditing)

18005 |Status of auditing for 'DROP ANY RULE SET' option (Traditional Auditing)

18004 | Status of auditing for 'DROP ANY RULE' option (Traditional Auditing)

18003 | Status of auditing for 'DROP ANY ROLE' option (Traditional Auditing)
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18002

Status of auditing for 'DROP ANY OUTLINE' option (Traditional Auditing)

18001

Status of auditing for 'DROP ANY MINING MODEL' option (Traditional Auditing)

18000

Status of auditing for 'DROP ANY MEASURE FOLDER' option (Traditional Auditing)

17999

Status of auditing for 'DROP ANY MATERIALIZED VIEW' option (Traditional Auditing)

17995

Status of auditing for 'DROP ANY LIBRARY' option (Traditional Auditing)

17994

Status of auditing for 'DROP ANY INDEX' option (Traditional Auditing)

17993

Status of auditing for 'DROP ANY EVALUATION CONTEXT' option (Traditional Auditing)

17992

Status of auditing for 'DROP ANY DIRECTORY' option (Traditional Auditing)

17991

Status of auditing for 'DROP ANY DIMENSION' option (Traditional Auditing)

17990

Status of auditing for 'DROP ANY CUBE DIMENSION' option (Traditional Auditing)

17989

Status of auditing for 'DROP ANY CUBE BUILD PROCESS' option (Traditional Auditing)

17988

Status of auditing for 'DROP ANY CONTEXT' option (Traditional Auditing)

17987

Status of auditing for 'DROP ANY CLUSTER' option (Traditional Auditing)

17986

Status of auditing for 'CREATE ANY MATERIALIZED VIEW' option (Traditional Auditing)

17985

Status of auditing for 'CREATE ANY VIEW' option (Traditional Auditing)

17984

Status of auditing for 'CREATE ANY TYPE' option (Traditional Auditing)

17983

Status of auditing for 'CREATE ANY TRIGGER' option (Traditional Auditing)

17982

Status of auditing for 'CREATE ANY TABLE' option (Traditional Auditing)

17981

Status of auditing for 'CREATE ANY SYNONYM' option (Traditional Auditing)

17980

Status of auditing for 'CREATE SQL ANY PROFILE' option (Traditional Auditing)

17979

Status of auditing for 'CREATE ANY RULESET' option (Traditional Auditing)

17978

Status of auditing for 'CREATE ANY RULE' option (Traditional Auditing)

17977

Status of auditing for 'CREATE ANY SEQUENCE' option (Traditional Auditing)

17976

Status of auditing for 'CREATE ANY PROCEDURE' option (Traditional Auditing)

17967

Status of auditing for 'CREATE ANY OUTLINE' option (Traditional Auditing)

17966

Status of auditing for 'CREATE ANY MINING MODEL' option (Traditional Auditing)

17965

Status of auditing for 'CREATE ANY MEASURE FOLDER' option (Traditional Auditing)

17964

Status of auditing for 'CREATE ANY LIBRARY' option (Traditional Auditing)

17963

Status of auditing for 'CREATE ANY JOB' option (Traditional Auditing)

17962

Status of auditing for 'CREATE ANY INDEX' option (Traditional Auditing)

17961

Status of auditing for 'CREATE ANY EVALUATION CONTEXT' option (Traditional Auditing)

17960

Status of auditing for 'CREATE ANY DIRECTORY' option (Traditional Auditing)

17959

Status of auditing for 'CREATE ANY DIMENSION' option (Traditional Auditing)

17958

Status of auditing for 'CREATE ANY CUBE DIMENSION' option (Traditional Auditing)

17957

Status of auditing for 'CREATE ANY CUBE BUILD PROCESS' option (Traditional Auditing)

17956

Status of auditing for 'CREATE ANY CUBE' option (Traditional Auditing)

17955

Status of auditing for 'CREATE ANY CONTEXT' option (Traditional Auditing)

17954

Status of auditing for 'CREATE ANY CLUSTER' option (Traditional Auditing)

17953

Status of auditing for 'INSERT ANY TABLE' option (Traditional Auditing)

17952

Status of auditing for 'GRANT ANY ROLE' option (Traditional Auditing)
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17951

Status of auditing for 'DROP ANY TABLE' option (Traditional Auditing)

17950

Status of auditing for 'ALTER ANY TABLE' option (Traditional Auditing)

17949

Status of auditing for 'CREATE USER' option (Traditional Auditing)

17948

Status of auditing for 'CREATE ROLE' option (Traditional Auditing)

17925

Status of auditing for 'CREATE SESSION' option (Traditional Auditing)

17924

Status of auditing for 'TRIGGER' option (Traditional Auditing)

17923

Status of auditing for 'ALTER SYSTEM' option (Traditional Auditing)

17922

Status of auditing for 'PROCEDURE' option (Traditional Auditing)

17921

Status of auditing for 'SYS.AUDS' table (Traditional Auditing)

17920

Status of auditing for 'DROP ANY PROCEDURE' option (Traditional Auditing)

17919

Status of auditing for 'GRANT ANY PRIVILEGE' option (Traditional Auditing)

17918

Status of auditing for 'GRANT ANY OBJECT PRIVILEGE' option (Traditional Auditing)

17917

Status of auditing for 'SELECT ANY DICTIONARY' option (Traditional Auditing)

17916

Status of auditing for 'GRANT DIRECTORY' option (Traditional Auditing)

17915

Status of auditing for 'SYNONYM' option (Traditional Auditing)

17914

Status of auditing for 'PUBLIC SYNONYM' option (Traditional Auditing)

17913

Status of auditing for 'PUBLIC DATABASE LINK' option (Traditional Auditing)

17912

Status of auditing for 'DATABASE LINK' option (Traditional Auditing)

17911

Status of auditing for 'DROP PROFILE' option (Traditional Auditing)

17910

Status of auditing for 'ALTER PROFILE' option (Traditional Auditing)

17909

Status of auditing for 'PROFILE' option (Traditional Auditing)

17908

Status of auditing for 'SYSTEM GRANT' option(Traditional Auditing)

17907

Status of auditing for 'ROLE' option(Traditional Auditing)

17905

Status of auditing for 'DROP USER' option (Traditional Auditing)

17901

Status of auditing for 'Alter USER' option (Traditional Auditing)

17900

Status of auditing for the 'USER' option (Traditional Auditing)

17813

Status of the system privileges being audited for the Enterprise Manager users

17812

Status of the system auditing options enabled for the Enterprise Manager users

16931

Status of 'RECOVERY_CATALOG_OWNER' role granted to grantees(roles)

16930

Status of 'RECOVERY_CATALOG_OWNER' role granted to grantees (direct and indirect grants)

15791

List of 'audit option' that does not enable in database

15783

Status of Database objects ownership

15763

List of application source code that does not use wrapping/encryption

15762

List of the grantee that has granted access to alter% or create% or drop% privilege

15732

List of users that have granted Oracle Maintained roles

15722

Status of an active database session

15721

List of the user that has a direct assignment of privilege on columns

15720

List of the user that has the direct assignment of privilege on tables

15704

List of the users having access to DBA owned objects

15699

List of the privilege assigned to DBA role
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15689

List of a user has access to external procedures

15688

List of the user that has a direct assignment of administrative privilege

15672

Status of the 'COMPOSITE_LIMIT' resource parameter set for Oracle profiles

15671

Status of the 'PRIVATE_SGA' resource parameter set for Oracle profiles

15670

Status of the 'LOGICAL_READS_PER_CALL' resource parameter set for Oracle profiles

15669

Status of the 'LOGICAL_READS PER_SESSION' resource parameter set for Oracle profiles

15668

Status of the 'CPU_PER_CALL' resource parameter set for Oracle profiles

15667

Status of the 'IDLE_TIME' resource parameter set for Oracle profiles

15666

Status of the 'CONNECT_TIME' resource parameter set for Oracle profiles

15665

Status of the 'CPU_PER_SESSION' resource parameter set for Oracle profiles

15664

List of the role that has granted access to %user% privilege

15661

List of user and role that have granted access to a system table

15506

Status of 'tablespace Encryption' setting

15505

Status of 'component' installed on the database

15504

Permission set for 'diag' directory in 'DIAGNOSTIC_DEST' parameter

15501

Status of 'tablespaces' granted to AUDS and FGA_LOGS Tables

15467

Status of 'DBFIPS_140' parameter

15465

Status of auditing for 'OLS ACTION' object view

15456

Status of '"AUDIT_ADMIN' granted to a grantee (roles)

15455

Status of '"AUDIT_ADMIN' granted to users (direct and indirect grants)

15454

Status of the 'Oracle Database Vault' parameter

15453

Status of the 'tablespace' granted to database application

15452

Status of the 'JOB_QUEUE_PROCESSES' parameter

15386

Status of the 'Object permissions' granted to PUBLIC

15089

Status of auditing for 'CREATE SESSION' privilege

14956

Status of the 'default object-auditing options (GRA)'

14737

Status of the 'password_verify_function' resource set for the oracle profiles

14638

Status of the ' allow_resetlogs_corruption' parameter

14552

Status of auditing for 'BECOME USER' privilege

14551

Status of auditing for 'UPDATE ANY TABLE' privilege

14550

Status of auditing for 'UPDATE ANY CUBE DIMENSION' privilege

14549

Status of auditing for 'UPDATE ANY CUBE BUILD PROCESS' privilege

14548

Status of auditing for 'UPDATE ANY CUBE' privilege

14547

Status of auditing for 'UNDER ANY VIEW' privilege

14546

Status of auditing for 'UNDER ANY TYPE' privilege

14545

Status of auditing for 'UNDER ANY TABLE' privilege

14544

Status of auditing for 'SELECT ANY TRANSACTION' privilege

14543

Status of auditing for 'SELECT ANY TABLE' privilege

14542

Status of auditing for 'SELECT ANY SEQUENCE' privilege

14541

Status of auditing for 'SELECT ANY MINING MODEL' privilege
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14540

Status of auditing for 'SELECT ANY CUBE DIMENSION' privilege

14539

Status of auditing for 'SELECT ANY CUBE' privilege

14538

Status of auditing for 'READ ANY FILE GROUP' privilege

14537

Status of auditing for 'MERGE ANY VIEW' privilege

14536

Status of auditing for 'MANAGE ANY QUEUE' privilege

14535

Status of auditing for 'MANAGE ANY FILE GROUP' privilege

14534

Status of auditing for 'LOCK ANY TABLE' privilege

14533

Status of auditing for 'INSERT ANY MEASURE FOLDER' privilege

14532

Status of auditing for 'INSERT ANY CUBE DIMENSION' privilege

14531

Status of auditing for 'FORCE ANY TRANSACTION' privilege

14530

Status of auditing for 'FLASHBACK ANY TABLE' privilege

14529

Status of auditing for 'EXECUTE ANY TYPE' privilege

14523

Status of auditing for 'EXECUTE ANY RULE SET' privilege

14522

Status of auditing for 'EXECUTE ANY RULE' privilege

14521

Status of auditing for 'EXECUTE ANY PROGRAM' privilege

14520

Status of auditing for 'EXECUTE ANY OPERATOR' privilege

14519

Status of auditing for 'EXECUTE ANY LIBRARY' privilege

14518

Status of auditing for 'EXECUTE ANY INDEXTYPE' privilege

14517

Status of auditing for 'EXECUTE ANY EVALUATION CONTEXT' privilege

14516

Status of auditing for 'EXECUTE ANY CLASS' privilege

14515

Status of auditing for 'EXECUTE ANY ASSEMBLY' privilege

14514

Status of auditing for 'ENQUEUE ANY QUEUE' privilege

14513

Status of auditing for 'DROP ANY OPERATOR' privilege

14512

Status of auditing for 'DROP ANY INDEXTYPE' privilege

14511

Status of auditing for 'DROP ANY EDITION' privilege

14510

Status of auditing for 'DROP ANY ASSEMBLY' privilege

14509

Status of auditing for 'DEQUEUE ANY QUEUE' privilege

14508

Status of auditing for 'DELETE ANY TABLE' privilege

14500

Status of auditing for 'DELETE ANY MEASURE FOLDER' privilege

14499

Status of auditing for 'DELETE ANY CUBE DIMENSION' privilege

14498

Status of auditing for 'DEBUG ANY PROCEDURE' privilege

14497

Status of auditing for 'CREATE ANY OPERATOR' privilege

14496

Status of auditing for 'CREATE ANY INDEXTYPE' privilege

14495

Status of auditing for 'CREATE ANY EDITION' privilege

14494

Status of auditing for 'CREATE ANY ASSEMBLY' privilege

14493

Status of auditing for 'COMMENT ANY TABLE' privilege

14492

Status of auditing for ' COMMENT ANY MINING MODEL' privilege

14491

Status of auditing for 'BACKUP ANY TABLE' privilege

14488

Status of auditing for '"ANALYZE ANY DICTIONARY' privilege

14487

Status of auditing for 'ANALYZE ANY' privilege
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14486

Status of auditing for 'ALTER ANY TYPE' privilege

14485

Status of auditing for 'ALTER ANY SQL PROFILE' privilege

14484

Status of auditing for 'ALTER ANY RULE SET' privilege

14483

Status of auditing for 'ALTER ANY RULE' privilege

14482

Status of auditing for 'ALTER ANY OUTLINE' privilege

14481

Status of auditing for 'ALTER ANY OPERATOR' privilege

14480

Status of auditing for 'ALTER ANY MINING MODEL' privilege

14479

Status of auditing for '"ALTER ANY MATERIALIZED VIEW' privilege

14478

Status of auditing for 'ALTER ANY LIBRARY' privilege

14474

Status of auditing for 'ALTER ANY INDEXTYPE' privilege

14473

Status of auditing for 'ALTER ANY EVALUATION CONTEXT' privilege

14472

Status of auditing for 'ALTER ANY EDITION' privilege

14471

Status of auditing for 'ALTER ANY DIMENSION' privilege

14470

Status of auditing for 'ALTER ANY DIMENSION' privilege

14469

Status of auditing for 'ALTER ANY CUBE' privilege

14468

Status of auditing for 'ALTER ANY CLUSTER' privilege

14467

Status of auditing for 'ALTER ANY ASSEMBLY' privilege

14466

Status of auditing for '"ADMINISTER ANY SQL TUNING SET' privilege

14465

Status of auditing for 'AUDIT ANY' privilege

14445

Status of auditing for 'CREATE TYPE' privilege

14444

Status of auditing for 'CREATE TABLE' privilege

14443

Status of auditing for 'CREATE SYNONYM' privilege

14442

Status of auditing for 'CREATE SEQUENCE' privilege

14426

Status of auditing for 'CREATE PUBLIC SYNONYM' privilege

14425

Status of auditing for 'CREATE PUBLIC DATABASE LINK' statement

14424

Status of auditing for 'CREATE MATERIALIZED VIEW' privilege

14423

Status of auditing for 'ALTER TABLE' privilege

14422

Status of auditing for 'ALTER SEQUENCE' privilege

14421

Status of auditing for 'ALTER ANY SEQUENCE' privilege

14420

Status of auditing for 'ALTER ANY INDEX' privilege

14419

Status of auditing for 'ALTER DATABASE' privilege

14416

List of accounts have access to specific database objects

14388

List of the user profiles defined in the database

14377

Status of auditing for 'LOGOFF' action (Unified Auditing)

14376

Status of auditing for 'LOGON' action (Unified Auditing)

14375

Status of auditing for 'DROP PACKAGE BODY' statement (Unified Auditing)

14374

Status of auditing for 'DROP PACKAGE' statement (Unified Auditing)

14373

Status of auditing for 'DROP FUNCTION' statement (Unified Auditing)

14372

Status of auditing for 'DROP PROCEDURE' statement (Unified Auditing)

14371

Status of auditing for 'ALTER PACKAGE BODY' statement (Unified Auditing)
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14370

Status of auditing for 'ALTER PACKAGE' statement (Unified Auditing)

14369

Status of auditing for 'ALTER FUNCTION' statement (Unified Auditing)

14368

Status of auditing for 'ALTER PROCEDURE' statement (Unified Auditing)

14367

Status of auditing for 'CREATE PACKAGE BODY' statement (Unified Auditing)

14366

Status of auditing for 'CREATE PACKAGE' statement (Unified Auditing)

14365

Status of auditing for 'CREATE FUNCTION' statement (Unified Auditing)

14364

Status of auditing for 'CREATE PROCEDURE' statement (Unified Auditing)

14362

Status of auditing for 'DROP TRIGGER' privilege (Unified Auditing)

14361

Status of auditing for 'ALTER TRIGGER' privilege (Unified Auditing)

14360

Status of auditing for 'CREATE TRIGGER' privilege (Unified Auditing)

14359

Status of auditing for 'ALTER SYSTEM' privilege (Unified Auditing)

14358

Status of auditing for 'UNIFIED_AUDIT_TRAIL' object view (Unified Auditing)

14357

Status of auditing for 'SELECT ANY DICTIONARY' privilege (Unified Auditing)

14356

Status of auditing for 'DROP SYNONYM' privilege (Unified Auditing)

14355

Status of auditing for 'ALTER SYNONYM' privilege (Unified Auditing)

14354

Status of auditing for 'CREATE SYNONYM' privilege (Unified Auditing)

14353

Status of auditing for 'DROP DATABASE LINK' privilege (Unified Auditing)

14352

Status of auditing for 'ALTER DATABASE LINK' privilege (Unified Auditing)

14351

Status of auditing for 'CREATE DATABASE LINK' privilege (Unified Auditing)

14350

Status of auditing for 'DROP PROFILE' privilege (Unified Auditing)

14349

Status of auditing for 'ALTER PROFILE' privilege (Unified Auditing)

14348

Status of auditing for 'CREATE PROFILE' privilege (Unified Auditing)

14347

Status of auditing for 'REVOKE' privilege (Unified Auditing)

14346

Status of auditing for 'GRANT' privilege (Unified Auditing)

14345

Status of auditing for 'DROP ROLE' privilege (Unified Auditing)

14344

Status of auditing for 'ALTER ROLE' privilege (Unified Auditing)

14343

Status of auditing for 'CREATE ROLE' privilege (Unified Auditing)

14342

Status of auditing for 'DROP USER' privilege (Unified Auditing)

14341

Status of auditing for 'ALTER USER' privilege (Unified Auditing)

14340

Status of auditing for '"CREATE USER' privilege (Unified Auditing)

14047

Status of the audit option set for the 'DIRECTORY' statement

12624

Status of policies enabled for Unified Auditing

12623

Status of Unified Auditing mode

12622

Status of audit options for unsuccessful events for ALL USERS IN UNIFIED AUDITING POLICIES

12621

Status of audit options for successful events for ALL USERS IN UNIFIED AUDITING POLICIES

12620

Status of AUDIT_OPTION_TYPE configured for ALL USERS in Unified Auditing Policies

12617

Status of 'DBA' role granted to grantees (roles)

12616

Status of 'EXECUTE_CATALOG_ROLE' privilege granted to grantees (roles)

12615

Status of 'EXECUTE_CATALOG_ROLE' privilege granted to grantees (direct and indirect grants)

12614

Status of 'DBA_%' granted to grantees (roles)
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12613

Status of 'DBA_%' granted to grantees (direct and indirect grants)

12612

Current list of roles having access to '"WITH ADMIN' privilege

12611

Status of '%ANY%' system privilege granted to grantees (roles)

12610

Status of '%ANY%' system privilege granted to grantees (direct and indirect grants)

12609

Status of 'SYS.SCHEDULERS_CREDENTIAL' granted to grantees (roles)

12608

Status of 'SYS.SCHEDULERS_CREDENTIAL' granted to grantees (direct and indirect grants)

12600

Status of 'SELECT_CATALOG_ROLE' privilege granted to grantees (roles)

12599

Status of 'SELECT_CATALOG_ROLE' privilege granted to grantees (direct and indirect grants)

12597

Status of 'LINKS' granted to grantees (roles)

12596

Status of 'LINKS' granted to grantees (direct and indirect grants)

12595

Status of 'USER_HISTORYS' granted to grantees (roles)

12594

Status of 'AUDS' granted to grantees (roles)

12527

Status of public access to the 'DBMS_FILE_TRANSFER' package(List of privilege)

12526

Status of public access to the 'DBMS_1JOB' package(List of privilege)

12525

Status of public access to the 'WWV_EXECUTE_IMMEDIATE' package(List of privilege)

12524

Status of public access to the 'WWV_DBMS_SQL' package(List of privilege)

12523

Status of public access to the 'LTADM' package(List of privilege)

12522

Status of public access to the 'DBMS_PRVTAQIM' package(List of privilege)

12521

Status of public access to the 'DBMS_STREAMS_RPC' package(List of privilege)

12519

Status of 'GRANT ANY PRIVILEGE' granted to grantees (direct and indirect grants)

12518

Status of 'GRANT ANY ROLE' granted to grantees (direct and indirect grants)

12515

Status of public access to the 'DBMS_AQADM _SYS' package(List of privilege)

12514

Status of public access to the 'DBMS_STREAMS_ADM_UTL' package(List of privilege)

12513

Status of public access to the 'INITIVMAUX' package(List of privilege)

12512

Status of public access to the 'DBMS_AQADM_SYSCALLS' package(List of privilege)

12511

Status of public access to the 'DBMS_BACKUP_RESTORE' package(List of privilege)

12510

Status of public access to the 'DBMS_SYS_SQL' package(List of privilege)

12508

Status of public access to the '"HTTPURITYPE' package(List of privilege)

12507

Status of public access to the 'UTL_HTTP' package(List of privilege)

12506

Status of public access to the 'UTL_ORAMTS' package(List of privilege)

12505

Status of public access to the 'UTL_DBWS' package(List of privilege)

12504

Status of 'GRANT ANY OBJECT PRIVILEGE' granted to grantees (direct and indirect grants)

12503

Status of 'CREATE ANY LIBRARY' granted to grantees (direct and indirect grants)

12502

Status of 'EXEMPT ACCESS POLICY' privilege granted to grantees (direct and indirect grants)

12501

Status of 'SELECT ANY DICTIONARY' granted to grantees (direct and indirect grants)

12500

Status of public access to the 'UTL_SMTP' package(List of privilege)

12499

Status of public access to the 'UTL_MAIL' package(List of privilege)

12498

Status of public access to the 'UTL_TCP' package(List of privilege)

12497

Status of public access to the 'UTL_INADDR' package(List of privilege)

12496

Status of 'GRANT ANY PRIVILEGE' granted to grantees (roles)
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12495

Status of 'GRANT ANY ROLE' granted to grantees (roles)

12494

Status of 'CREATE ANY LIBRARY' granted to grantees (roles)

12493

Status of 'CREATE PROCEDURE' granted to grantees (roles)

12492

Status of public access to the 'UTL_FILE' package(List of privilege)

12491

Status of public access to the 'DBMS_XMLQUERY"' package(List of privilege)

12490

Status of public access to the 'DBMS_XMLGEN' package(List of privilege)

12489

Status of public access to the 'DBMS_SQL' package(List of privilege)

12455

Status of 'EXEMPT ACCESS POLICY' granted to grantees (roles)

12454

Status of 'SELECT ANY TABLE' granted to grantees (roles)

12453

Status of 'SELECT ANY DICTIONARY' granted to grantees (roles)

12449

Status of public access to the 'DBMS_SCHEDULER' package(List of privilege)

12448

Status of the public access to 'DBMS_RANDOM' package(List of privilege)

12447

Status of public access to the 'DBMS_OBFUSCATION_TOOLKIT' package(List of privilege)

12446

Status of the public access to 'DBMS_LOB' package(List of privilege)

12445

Status of public access to the 'DBMS_LDAP' package(List of privilege)

12444

Status of the public access to 'DBMS_JOB' package(List of privilege)

12443

Status of public access to the 'DBMS_JAVA_TEST' package(List of privilege)

12442

Status of public access to the 'DBMS_JAVA' package(List of privilege)

12441

Status of the Public access to the DBMS_CRYPTO package(List of privilege)

12440

Status of public access to the 'DBMS_ADVISOR' package(List of privilege)

12429

Status of the Oracle Label Security Component

12428

Status of Oracle Data Mining Component

12427

Status of the Oracle Spatial Component

12426

Status of the Oracle OLAP Component

12425

Status of Oracle Workspace Manager component

12424

Status of the Oracle Java Components (Oracle Database Java Packages and JServer JAVA
Virtual Machine)

12423

Status of the Oracle Text Component

12405

Status of non-RMAN backup

12404

Status of RMAN archivelogs backup

12403

Status of RMAN datafiles backup

12374

Status of Logon Trigger

12373

Status of fine-grained access to external network granted to PUBLIC

12372

Status of Database software patch version

12363

Status of Database User Accounts without initial password change

12357

Status of EXTPROC configuration setting in listener.ora (unix)

12344

List of external procedure libraries on the system

12300

Status of 'BACKGROUND_CORE_DUMP' initialization parameter in the database

12299

Status of 'MAX_DUMP_FILE_SIZE' parameter in the database

12298

Status of PUBLIC access to the 'DBMS_AW' package
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12297

Status of PUBLIC access to the 'DBMS_CREDENTIAL' package

12296

Status of PUBLIC access to the 'DBMS_XMLSTORE' package

12295

Status of PUBLIC access to the 'DBMS_XMLSAVE' package

12294

Status of PUBLIC access to the 'DBMS_REDACT' package

12292

Status of PUBLIC access to the 'DBMS_EPG' package

12291

Status of PUBLIC access to the 'DBMS_DDL' package

12290

Status of PUBLIC access to the 'DBMS_LDAP_UTL' package

12212

Status of the PASSWORD_LOCK_TIME resource parameter set in all Oracle profiles

12211

Status of the PASSWORD_GRACE_TIME resource parameter set in all Oracle profiles

12210

Status of the FAILED _LOGIN_ATTEMPTS resource parameter set in all Oracle profiles

12209

Status of the PASSWORD_REUSE_MAX resource parameter set in all Oracle profiles

12208

Status of the PASSWORD_REUSE_TIME resource parameter set in all Oracle profiles

12207

Status of the PASSWORD_LIFE_TIME resource parameter set in all Oracle profiles

12170

Status of the 'EXEMPT ACCESS POLICY' privilege auditing settings

12169

Status of the 'EXEMPT ACCESS POLICY' statement auditing settings

12168

Status of the PASSWORD_LOCK_TIME resource parameter set in unlocked Oracle user
accounts' profile

12005

Current list of accounts having access to '"WITH ADMIN' privilege

12004

Status of the 'SESSIONS_PER_USER' setting

12003

List of ORACLE accounts without password expiration set (Guidance = None)

12002

Current list of ORACLE accounts having access to the 'DBA' role

11998

Current list of ORACLE accounts having access to the 'ALTER SYSTEM' privilege

11997

Current list of ORACLE accounts having access to the 'AUDIT SYSTEM' privilege

11996

Status of username and account status granted SELECT ANY TABLE privilege

11973

The grace period after the password lifetime limit is exceeded - password_grace_time -
Profile level (Unlocked accounts)

11972

Password reuse maximum - password_reuse_max - Profile level (Unlocked accounts)

11971

Status of the 'failed_login_attempts' setting - Profile level (for unlocked accounts)

11958

List of users whose Temporary Tablespace is set to SYSTEM

11898

Status of the active Oracle profiles PASSWORD_LIFE_TIME parameter setting

11460

List of ORACLE roles having access to the 'GRANT ANY OBJECT PRIVILEGE' privilege

11451

Current list of ORACLE roles having access to the 'SYS.USERS' table

11447

Status of the roles having ALTER SYSTEM privileges

11446

Current list of ORACLE roles having access to the 'AUDIT SYSTEM' privilege

11364

Status of 'BECOME USER' privilege granted to roles

11302

Status of the user accounts granted 'SYSOPER' privileges

11301

Status of the user accounts granted 'SYSDBA' privileges

11300

Status of PUBLIC access to the 'LT' package

11299

Status of PUBLIC access to the 'OWA_UTIL' package

11291

List of the accounts having 'MAX_BYTES (quota)' parameter set to unlimited in the tablespace
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11290

Status of Database User Accounts with default password

11289

Status of the Database User Accounts with password same as username

10960

Status of the DB_UNIQUE_NAME initialization parameter set for the database

10959

Status of the INSTANCE_NUMBER initialization parameter set for the database instance

10958

Status of the ACTIVE_INSTANCE_COUNT initialization parameter set for the database

10957

Status of the CLUSTER_DATABASE_INSTANCES initialization parameter set for the database

10956

Status of the CLUSTER_DATABASE initialization parameter set for the database

10955

Status of the SERVICE_NAMIES initialization parameter set for the database

10954

Status of the DB_DOMAIN initialization parameter set for the database

10953

Status of the DB_NAME initialization parameter set for the database

10952

Status of the FILESYSTEMIO_OPTIONS initialization parameter set for the database instance

10951

Status of the DB_SECUREFILE initialization parameter set for the database

10950

Status of the INSTANCE_TYPE initialization parameter set for the database instance

10949

Status of the REDO_TRANSPORT_USER initialization parameter set for the database

10948

Status of the RESOURCE_MANAGER_PLAN initialization parameter set for the database
instance

10947

Status of the OPTIMIZER_SECURE_VIEW_MERGING initialization parameter set for the
database instance

10946

Status of the THREADED_EXECUTION initialization parameter set for the database

10945

Status of the file ownership and permissions set for the Redo Log files

10909

Status of auditing options set on the 'SYS.AUDS' table

10908

Status of the SYSTEM AUDIT audit option settings for statement auditing

10907

Status of the CREATE VIEW audit option settings for statement auditing

10906

Status of the VIEW audit option settings for statement auditing

10905

Status of the CREATE ROLLBACK SEGMENT audit option settings for statement auditing

10904

Status of the ALTER ROLLBACK SEGMENT audit option settings for statement auditing

10903

Status of the CREATE LIBRARY audit option settings for statement auditing

10902

Status of the PLUGGABLE DATABASE audit option settings for statement auditing

10901

Status of the OUTLINE audit option settings for statement auditing

10900

Status of the NOT EXISTS audit option settings for statement auditing

10899

Status of the DIRECT_PATH LOAD audit option settings for statement auditing

10898

Status of the GRANT TYPE audit option settings for statement auditing

10897

Status of the GRANT TABLE audit option settings for statement auditing

10896

Status of the GRANT SEQUENCE audit option settings for statement auditing

10895

Status of the GRANT PROCEDURE audit option settings for statement auditing

10894

Status of the COMMENT TABLE audit option settings for statement auditing

10893

Status of the SYS.SYSAUTHS database object audit settings

10892

Status of the SYS.REDACTION_POLICIES database object audit settings

10891

Status of the SYS.LINKS database object audit settings

10890

Status of the SYS.DBA_SOURCE database object audit settings
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10889

Status of the SYS.ALL_SOURCE database object audit settings

10888

Status of the SYS.USER_HISTORYS database object audit settings

10887

Status of the SYS.DBA_USERS database object audit settings

10886

Status of the SYS.FGA_LOGS database object audit settings

10885

Status of the SYS.FGAS database object audit settings

10705

Current list of ORACLE accounts having access to the 'PERFSTAT.STATSSSQLTEXT' table (
Verify the PERFSTAT.STATSSSQLTEXT table existence)

10603

Current list of ORACLE roles having access to 'CREATE LIBRARY' privilege

10220

Permissions set on the 'Diag Trace' directory via SQL query

10219

Permissions set on the 'core_dump_dest' directory via SQL query

10217

Enable 'TRIGGER' Audit Option

10216

Status of the 'PROCEDURE' Audit Option

10214

Ensure Proxy Users Have Only 'CONNECT' Privilege

10115

Status of the 'Index LOGGING'

10114

Status of the 'Table LOGGING'

10026

Status of auditing for 'GRANT ALL PRIVILEGE' privilege usage

10025

Permissions set on the 'audit_file_dest' directory via SQL query

9906

Status of the 'USER' Audit Option

9825

Restrict System Privileges from Users

9672

Monitor the action of jobs so they don't contain external commands.

9671

Restrict the grant of CREATE EXTERNAL JOB from unauthorized users

9670

List of all active database links

9669

Restrict the grant of CREATE DATABASE LINK from unauthorized users.

9663

Accounts associated with profiles

9638

Current list of ORACLE profiles not having the 'password_verify function' utility set to 'verify(
)' - Profile level

9596

Permissions set for the diagonostic_dest path (File/Directory)

9231

Status of 'Restrict access to ALL_USERS'

9230

Status of "Restrict access to SYSFILES"

9229

Status of 'Restrict the grant of Audit ANY from unauthorized users'

9228

Status of auditing for 'ALTER ANY ROLE' privilege usage

9227

Status of auditing for 'ALTER TABLESPACE' privilege usage

9226

Status of auditing for 'ALTER SESSION' privilege usage

9225

Status of auditing for 'CREATE TABLESPACE' privilege usage

9224

Status of the SESSION object-auditing options as set by default

9170

The DROP privilege shall be restricted to authorized users

9169

Auditing the use of any "CREATE" statement

9168

Status of the "Access to database objects by a fixed user link" [No Execute privilege set to
users]

9128

Status of the auditing set for 'GRANT OBJECT PRIVILEGE' command usage
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9127

Status of auditing for 'CREATE ANY TRIGGER' privilege usage

9119

Status of the 'Audit for unsuccessful attempts' setting

9118

Status of the Fine Grained access control within objects

8941

Status of the Audit SYSTEM GRANT option

8938

Status of the ALTER object-auditing option (as set by default)

8937

Status of the PROFILE object-auditing options as set by default

8563

Status of the Audit all DATABASE LINK setting

8412

Status of third-party application 'default passwords' in the dba_users table on the Oracle

instance

8372

Status of the permissions to the ifile parameter

8370

Status of SESSIONS_PER_USER limits on user queries

8354

Status of the NOLOGGING setting

8352

Status of the audit for user ALTER SYSTEM activities/requests

8351

Status of auditing for 'PUBLIC SYNONYM' privilege usage

8350

Audit all user ALTER PROFILE activities/requests

8349

Status of the audit for user ROLE activities/requests

8343

Status of the Oracle datafiles permissions using SQL query

8340

Status of the Oracle 'log_archive_dest_n' file permissions

8339

Status of the Oracle control file permissions

8336

List of the accounts that have 'Default’ Profile assigned

8111

Status of the audit option for 'GRANT DIRECTORY' statement

8110

Status of the 'Audit all ALTER ANY TRIGGER activities/requests' setting

8109

Status of the 'Audit all ALTER ANY PROCEDURE activities/requests' setting

8108

Status of the 'Audit all GRANT ANY OBJECT PRIVILEGE activities/requests' setting

8107

Status of the 'Audit all User's SYNONYM activities/requests' setting

8106

Status of the 'Audit all CREATE PROCEDURE activities/requests' setting

8105

Status of the 'Audit all SELECT ANY DICTIONARY activities/requests' setting

8104

Status of the audit option for 'PUBLIC DATABASE LINK' statement

8103

Status of the 'Audit all CREATE PROFILE activities/requests' setting

8101

Status of the 'execute any procedure' privilege for user DBSNMP

8100

Status of the 'execute any procedure' for user OUTLN

8097

Status of the existence of the sys.userSmig table

8053

Status of public access to the 'DBMS_REPACT_SQL_UTL' package

8037

Status of the 'sec_return_server_release_banner' parameter setting using SQL query

8036

Status of the 'sec_protocol_error_trace_action' parameter setting

8035

Status of the 'sec_protocol_error_further_action' parameter setting

8034

Status of the 'sec_max_failed_login_attempts' parameter setting

8033

Setting for the 'sec_case_sensitive_logon' parameter

8031

Status of the 'local_listener' parameter setting

8022

Status of the SH sample user
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8021

Status of the SCOTT sample user

8020

Status of the PM sample user

8019

Status of the OE sample user

8018

Status of the IX sample user

8017

Status of the HR sample user

8016

Status of the Bl sample user

7992

Status of the DBSNMP default password

6088

Current permissions set on the 'log_file_listener=filename' parameter

6087

Permissions set on the 'core_dump_dest' directory

6084

Permissions set on the 'audit_file_dest' directory

5896

Status of the 'Account lockout threshold for invalid login attempts' setting

5736

Status of redo log file multiplexing

5697

Status of the SAUD table ownership

5681

Status of roles granted (directly) to PUBLIC

5680

Status of roles granted (directly or by inheritance) to PUBLIC

5676

Current installed Oracle version

5601

Status of the RESOURCE_LIMIT parameter

5600

Status of the GLOBAL_NAMES parameter

5499

List of 'roles' granted the 'JAVA_ADMIN' role

5498

Status of the JAVA_ADMIN user account

5497

Status of the 'AUDIT_TRAIL' parameter in init.ora

5485

Status of the control_file(s) target setting

5483

Status of the 'AUDIT_SYSLOG_LEVEL' parameter in init.ora

5482

Status of the PGA memory setting values

5481

Status of the PGA memory setting values

3532

Current list of users with 'LOGICAL_READS PER_CALL' profile parameter set to "UNLIMITED"

3531

Status of the 'LOGICAL_READS_PER_CALL' profile parameter for all users

3530

Current list of users with 'CPU_PER_CALL' profile parameter set to "UNLIMITED"

3529

Status of 'CPU_PER_CALL' limits set for all users

3528

Current list of users with 'COMPOSITE_LIMIT' profile parameter set to "UNLIMITED"

3527

Status of the 'COMPOSITE LIMIT' setting for all users

3496

Status of the 'SEC_PROTOCOL_ERROR_TRACE_ACTION' parameter in init.ora

3495

Status of the 'SEC_PROTOCOL_ERROR_FURTHER_ACTION' parameter in init.ora

3494

Status of the 'SEC_MAX_FAILED_LOGIN_ATTEMPTS' parameter in init.ora

3493

Status of the 'SEC_CASE_SENSITIVE_LOGON' parameter in init.ora

3492

Status of the 'DB_SECUREFILE' parameter in init.ora

3491

Status of the 'SEC_RETURN_SERVER_RELEASE_BANNER' parameter in init.ora

3483

Status of the 'LOGGING_listener_name' parameter in listener.ora

3482

Status of the 'LOG_FILE_listener_name' parameter in listener.ora

3465

Permissions set for the 'spfile.ora’ file
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3464

Permissions set for the 'init.ora’ file

3440

Status of the 'Oracle User Accounts' (schema owner accounts are locked)

3439

Current list of all 'SYSTEM TABLESPACE' object owners

3427

Status of the Oracle 'System Identifier' (SID)

3404

Current list of 'ORACLE accounts with PRIVATE_SGA set to UNLIMITED'

3403

Status of the 'PRIVATE_SGA' setting

3395

Current list of 'ORACLE accounts with CPU_PER_SESSION set to UNLIMITED'

3392

Status of the 'CPU_PER_SESSION' setting

3391

Current list of 'ORACLE accounts with IDLE_TIME set to UNLIMITED'

3390

Status of the 'IDLE_TIME' setting (in minutes)

3389

Current list of 'ORACLE accounts with the CONNECT_TIME set to UNLIMITED'

3388

Status of the 'CONNECT_TIME' setting (in minutes)

3387

Current list of 'ORACLE accounts with LOGICAL_READS_PER_SESSION set to UNLIMITED'

3386

Status of the 'LOGICAL_READS PER_SESSION' setting

3383

Current list of 'ORACLE accounts with the password_grace_time set to UNLIMITED'

3382

Status of the 'password_grace_time' setting

3381

Current list of 'ORACLE accounts with password lockout duration (password_lock_time) set to
UNLIMITED'

3380

Status of the 'Account lockout duration' for invalid login attempts setting
(password_lock_time)

3370

Current list of 'ORACLE accounts without password minimum age set'

3369

Status of the 'minimum password age' setting for Oracle accounts (password_reuse_time)

3366

Current list of 'ORACLE accounts with no password history requirement set'

3365

Status of the 'Password history' setting for Oracle accounts (password_reuse_max)

3363

Status of the 'Maximum Password Age' setting for Oracle accounts (password_life_time)

3362

Current list of 'ORACLE accounts with failed_login_attempts set to UNLIMITED'

3361

Status of the 'failed_login_attempts' setting

2207

Status of the 'diagnostic_dest' file location parameter setting using SQL query

2168

Status of the auditing set for '/EXECUTE PROCEDURE' command usage

1860

Current list of 'ORACLE patches' installed

1824

Permissions set for the ‘core_dump_dest' directory

1821

Status of the 'audit_file_dest' setting

1786

Current list of accounts having access to '"WITH GRANT' privilege

1784

Current list of accounts having access to 'XS' tables

1722

Status of auditing for 'DROP USER' privilege usage

1721

Status of auditing for 'DROP TABLESPACE' privilege usage

1720

Status of auditing for 'DROP ROLLBACK SEGMENT' privilege usage

1719

Status of auditing for 'DROP ANY PUBLIC SYNONYM' privilege usage

1718

Status of auditing for 'DROP PUBLIC DATABASE LINK' privilege usage

1717

Status of auditing for 'DROP PROFILE' privilege usage
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1716

Status of auditing for 'DROP ANY VIEW' privilege usage

1715

Status of auditing for 'DROP ANY TYPE' privilege usage

1703

Status of auditing for 'DROP ANY TRIGGER' privilege usage

1702

Status of auditing for 'DROP ANY SYNONYM' privilege usage

1701

Status of auditing for 'DROP ANY SQL PROFILE' privilege usage

1700

Status of auditing for 'DROP ANY SEQUENCE' privilege usage

1699

Status of auditing for 'DROP ANY SET' privilege usage

1697

Status of auditing for 'DROP ANY RULE' privilege usage

1696

Status of auditing for 'DROP ANY ROLE' privilege usage

1695

Status of auditing for 'DROP ANY OUTLINE' privilege usage

1693

Status of auditing for 'DROP ANY MEASURE FOLDER!' privilege usage

1692

Status of auditing for 'DROP ANY MATERIALIZED VIEW' privilege usage

1690

Status of auditing for 'DROP ANY LIBRARY' privilege usage

1689

Status of auditing for 'DROP ANY INDEX' privilege usage

1688

Status of auditing for 'DROP ANY EVALUATION CONTEXT' privilege usage

1679

Status of auditing for 'DROP ANY DIRECTORY' privilege usage

1678

Status of auditing for 'DROP ANY DIMENSION' privilege usage

1677

Status of auditing for 'DROP ANY CUBE DIMENSION' privilege usage

1676

Status of auditing for 'DROP ANY CUBE BUILD PROCESS privilege usage

1673

Status of auditing for 'DROP ANY CUBE' privilege usage

1665

Status of auditing for 'DROP ANY CONTEXT' privilege usage

1663

Status of auditing for 'DROP ANY CLUSTER' privilege usage

1662

Status of auditing for 'CREATE ANY MATERIALIZED VIEW' privilege usage

1637

Status of auditing for 'CREATE ANY VIEW' privilege usage

1634

Status of auditing for 'CREATE ANY TYPE' privilege usage

1630

Status of auditing for 'CREATE ANY TRIGGER' privilege usage

1627

Status of auditing for 'CREATE ANY TABLE' privilege usage

1625

Status of auditing for 'CREATE ANY SYNONYM' privilege usage

1619

Status of auditing for 'CREATE ANY SQL PROFILE' privilege usage

1614

Status of auditing for 'CREATE ANY RULE SET' privilege usage

1613

Status of auditing for 'CREATE ANY RULE' privilege usage

1612

Status of auditing for 'CREATE ANY SEQUENCE' privilege usage

1611

Status of auditing for 'CREATE ANY PROCEDURE' privilege usage

1610

Status of auditing for 'CREATE ANY OUTLINE' privilege usage

1604

Status of auditing for 'CREATE ANY MINING MODEL' privilege usage

1603

Status of auditing for 'CREATE ANY MEASURE FOLDER' privilege usage

1602

Status of auditing for 'CREATE ANY LIBRARY' privilege usage

1601

Status of auditing for 'CREATE ANY JOB' privilege usage

1600

Status of auditing for 'CREATE ANY INDEX' privilege usage

1586

Status of auditing for 'CREATE ANY EVALUATION CONTEXT' privilege usage
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1563

Status of auditing for 'CREATE ANY DIRECTORY' privilege usage

1562

Status of auditing for 'CREATE ANY DIMENSION' privilege usage

1561

Status of auditing for 'CREATE ANY CUBE DIMENSION' privilege usage

1560

Status of auditing for 'CREATE ANY CUBE BUILD PROCESS' privilege usage

1559

Status of auditing for 'CREATE ANY CUBE' privilege usage

1558

Status of auditing for 'CREATE ANY CONTEXT' privilege usage

1557

Status of auditing for 'CREATE ANY CLUSTER' privilege usage

1556

Current list of 'Accounts having privileges assigned directly'

1500

Status of auditing of commands run against the 'SYS.AUDS' table by session

1499

Status of auditing for 'INSERT ANY TABLE' privilege usage

1498

Status of auditing for 'GRANT ANY ROLE' privilege usage

1497

Status of auditing for 'GRANT ANY PRIVILEGE' privilege usage

1496

Status of auditing for 'DROP ANY TABLE' privilege usage

1495

Status of auditing for 'DROP ANY PROCEDURE' privilege usage

1494

Status of auditing for 'CREATE USER' privilege usage

1492

Status of auditing for 'CREATE SESSION' privilege usage

1491

Status of auditing for 'CREATE ROLE' privilege usage

1490

Status of auditing for 'ALTER USER' privilege usage

1489

Status of auditing for 'ALTER ANY TABLE' privilege usage

1487

Current list of user accounts and/or roles having access to the 'Oracle Enterprise Manager'
(OEM)

1464

Current list of 'roles' that are not password protected

1457

Status of the 'Archivelog' setting (LOG_ARCHIVE_START)

1455

Current list of accounts having access to 'VS synonyms' views

1354

Current list of accounts having access to the 'CREATE' privilege

1353

Status of 'rollback segments' in the SYSTEM tablespace

1352

Status of the 'Recovery Area’

1351

Status of the 'Space Management' utility

1350

Status of the System Global Area tuning

1349

Status of the PGA memory setting values

1347

Status of the Default Permanent Tablespace set to SYSTEM tablespace

1345

Status of the users with the 'ALL_ view' privilege

1343

Current list of accounts having access to 'V_S' views

1341

Status of the 'STATISTICS _LEVEL' parameter set to ALL

1340

Status of the database settings maintained using the 'SPFILE'

1339

Status of the 'STATISTICS _LEVEL' parameter set to BASIC

1338

Status of the 'DEFAULT_TEMP_TABLESPACE' parameter set to SYSTEM tablespace
(Recommend Policy = Do not allow setting)

1148

Current list of proxy accounts with access to privileges other than 'CREATE SESSION'

1136

Current list of ORACLE accounts having access to the 'CONNECT' privilege
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1135

Current list of ORACLE accounts having access to the 'RESOURCE' privilege

1133

Access to 'system privileges' by PUBLIC

1125

Current list of ORACLE accounts having access to 'BECOME USER' privilege

1122

Current list of ORACLE accounts having access to the 'CREATE PROCEDURE' privilege

1109

Current list of ORACLE accounts having access to 'CREATE LIBRARY' privilege

1096

Current list of ORACLE accounts not having the 'password_verify_function' utility set to
'verify( )'

1093

Status of remote OS authentication via PASSWORD= "EXTERNAL'

1089

Current list of ORACLE accounts having access to 'USER_ROLE_PRIVS' views

1088

Current list of ORACLE accounts having access to 'USER_TAB_PRIVS' views

1087

Current list of ORACLE accounts having access to 'ROLE_ROLE_PRIVS' views

1086

Current list of ORACLE accounts having access to 'DBA_USERS' views

1085

Current list of ORACLE accounts having access to 'DBA_TAB_PRIVS' views

1084

Current list of ORACLE accounts having access to 'DBA_ROLE_PRIVS' views

1083

Current list of ORACLE accounts having access to 'DBA_SYS_PRIVS' views

1082

Current list of ORACLE accounts having access to 'DBA_ROLES' views

1081

Current list of ORACLE accounts having access to 'ALL_SOURCE' views

1080

Current list of ORACLE accounts having access to the 'PERSTAT.STATSSSQL_SUMMARY' table

1078

Current list of ORACLE accounts having access to the 'SYS.SOURCES' table

1077

Current list of ORACLE accounts having access to the 'SYS.USERS' table

1076

Current list of ORACLE accounts having access to the 'SYS.LINKS' table

1075

Current list of ORACLE accounts having access to the 'SYS.USER_HISTORYS' table

1070

Current list of ORACLE accounts having 'SYSTEM' or 'SYSAUX' set as default_tablespace

1069

Current list of ORACLE accounts having access to the 'SYS.AUDS' table

1068

Status of the existence of 'dispatcher = (PROTOCOL= TCP) (SERVICE= XDB) in init.ora' (Default
XML Database FTP:2100 and HTTP:8080 ports)

1067

Status of the 'REMOTE_LOGIN_PASSWORD' setting via SQL query

1066

Status of the 'REMOTE_LISTENER' setting via SQL query

1058

Status of the 'AUDIT_SYS_OPERATIONS setting in init.ora' (logging for the audit of operations
of SUPERUSERS)

1057

Status of the 'sql92_security=' (table-level SELECT privileges) in init.ora

1056

Status of the 'LOG_ARCHIVE_MIN_SUCCEED_DEST' setting (Redo logging)

1055

Status of the 'LOG_ARCHIVE_DUPLEX_DEST setting in init.ora' (Saving redundant copies of
archive logs)

1053

Status of the 'os_authent_prefix' setting via SQL query

1051

Status of the 'os_roles='setting in init.ora

1050

Status of the 'remote_os_roles' setting via SQL query

1049

Status of the 'remote_os_authent(remote OS authentication without password)' setting via
SQL query

1046

Current access to 'trace files by PUBLIC in init.ora’

1044

Status of the 'O7_DICTIONARY_ACCESSIBILITY' setting in init.ora
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