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22338

Status of the stored procedures and functions that utilize 'EXECUTE AS'

18976

Status of the 'Orphaned User' present on the database

18053

List of the SQL logins that do not have 'check_expiration' option set

17210

Status of 'ALTER ANY SERVER ROLE' permission granted to grantees(indirect grants)

17209

Status of 'ALTER ANY SERVER ROLE' permission granted to grantees(direct grants)

17059

Status of the Guest account with CONNECT permission on theCurrent database

17058

Status of the permission set for the 'database files directory' on the MSSQL server

17032

List of user role and assigned server-level permission in Microsoft SQL server

17031

TheCurrentList of the 'members with login and username' of the 'db_owner' fixed database
role

17008

List of accounts and assigned server-level permission in Microsoft SQL server

17003

Status of the database files present on the server

16996

Status of audit trace parameter set for running traces on the server

16978

Status of the SQL server configuration 'user connections' option

16977

TheCurrentList of the members of the 'db_securityadmin' fixed database role

16976

TheCurrentList of the 'members' of the 'db_denydatawriter' fixed database role

16975

TheCurrentList of the 'members' of the 'db_denydatareader' fixed database role

16974

TheCurrentList of the members of the 'db_datawriter' fixed database role

16973

TheCurrentList of the members of the 'db_datareader' fixed database role

16972

TheCurrentList of the members of the 'db_backupoperator' fixed database role

16971

TheCurrentList of the members of the 'db_accessadmin’ fixed database role

16937

TheCurrentList of the database members with assigned permission with "WITH GRANT
OPTION'

16926

Status of 'VIEW SERVER STATE' permission granted to grantees(indirect grants)

16925

Status of 'VIEW SERVER STATE' permission granted to grantees(direct grants)

16922

Status of 'ALTER SETTINGS' permission granted to grantees(indirect grants)

16920

Status of '"ALTER ANY EVENT SESSION' permission granted to grantees(indirect grants)

16919

Status of 'ALTER ANY EVENT SESSION' permission granted to grantees(direct grants)

16916

Status of 'ALTER RESOURCES' permission granted to grantees(indirect grants)

16915

Status of 'ALTER RESOURCES' permission granted to grantees(direct grants)

16914

Status of 'ADMINISTER BULK OPERATIONS' permission granted to grantees(indirect grants)

16913

Status of 'ADMINISTER BULK OPERATIONS' permission granted to grantees(direct grants)

16912

Status of 'AUTHENTICATE SERVER' permission granted to grantees(indirect grants)

16911

Status of 'AUTHENTICATE SERVER' permission granted to grantees(direct grants)

16910

Status of 'VIEW ANY DEFINITION' permission granted to grantees(indirect grants)

16909

Status of 'VIEW ANY DEFINITION' permission granted to grantees(direct grants)

16908

Status of 'CREATE AVAILABILITY GROUP' permission granted to grantees(indirect grants)

16907

Status of 'CREATE AVAILABILITY GROUP' permission granted to grantees(direct grants)
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16906

Status of 'CREATE DDL EVENT NOTIFICATION' permission granted to grantees(indirect grants)

16905

Status of 'CREATE DDL EVENT NOTIFICATION' permission granted to grantees(direct grants)

16904

Status of 'CREATE ENDPOINT' permission granted to grantees(indirect grants)

16903

Status of 'CREATE ENDPOINT' permission granted to grantees(direct grants)

16902

Status of 'CREATE SERVER ROLE' permission granted to grantees(indirect grants)

16901

Status of 'CREATE SERVER ROLE' permission granted to grantees(direct grants)

16900

Status of 'EXTERNAL ACCESS ASSEMBLY' permission granted to grantees(indirect grants)

16899

Status of 'EXTERNAL ACCESS ASSEMBLY' permission granted to grantees(direct grants)

16898

Status of 'SHUTDOWN' permission granted to grantees(indirect grants)

16897

Status of 'SHUTDOWN' permission granted to grantees(direct grants)

16896

Status of 'VIEW ANY DATABASE' permission granted to grantees(indirect grants)

16895

Status of 'VIEW ANY DATABASE' permission granted to grantees(direct grants)

16894

Status of 'ALTER ANY EVENT NOTIFICATION' permission granted to grantees(indirect grants)

16893

Status of 'ALTER ANY EVENT NOTIFICATION' permission granted to grantees(direct grants)

16892

Status of 'ALTER SERVER STATE' permission granted to grantees(indirect grants)

16891

Status of 'ALTER SERVER STATE' permission granted to grantees(direct grants)

16890

Status of 'ALTER ANY AVAILABILITY GROUP' permission granted to grantees(indirect grants)

16889

Status of 'ALTER ANY AVAILABILITY GROUP' permission granted to grantees(direct grants)

16888

Status of '"ALTER ANY CONNECTION' permission granted to grantees(indirect grants)

16887

Status of 'ALTER ANY CONNECTION' permission granted to grantees(direct grants)

16886

Status of 'ALTER ANY CREDENTIAL' permission granted to grantees(indirect grants)

16885

Status of 'ALTER ANY CREDENTIAL' permission granted to grantees(direct grants)

16884

Status of 'ALTER ANY ENDPOINT' permission granted to grantees(indirect grants)

16883

Status of 'ALTER ANY ENDPOINT' permission granted to grantees(direct grants)

16882

Status of 'UNSAFE ASSEMBLY' permission granted to grantees(indirect grants)

16881

Status of 'UNSAFE ASSEMBLY' permission granted to grantees(direct grants)

16851

Status of the system-versioned temporal table on the system

16850

Status of the ownership of the database objects

16849

TheCurrentList of the members of the 'db_ddladmin' fixed database role

16837

Status of the backups scheduled for the database

16832

Permissions set for SQL server error log file

16827

List of users with SQL login or Windows login

16826

Status of the SQL Server Service Broker encryption

16825

Status of the SQL Server Mirroring endpoint encryption

16822

Status of the audit name and predicate (filter) for all audit events

16821

Permissions set for UserRequestedLocalAuditDirectory path

16811

Ownership and Permissions set of the 'Binn' directory

16755

Status of the SQL server configuration 'replication XPS' option

16754

Status of the SQL server configuration 'external scripts enabled' option

16753

Status of the SQL server configuration 'remote data archive' option

16752

Status of the SQL server configuration 'allow polybase export' option
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Statement

16751 | Status of the SQL server configuration '"Hadoop connectivity' option

16750 | Status of the SQL server configuration 'User Options' option

16748 | List of users granted execute permission on 'xp_instance_regwrite' stored procedure

16747 | List of users granted execute permission on 'xp_instance_regremovemultistring' stored
procedure

16746 | List of users granted execute permission on 'xp_instance_regenumvalues' stored procedure

16745 | List of users granted execute permission on 'xp_instance_regenumkeys' stored procedure

16744 | List of users granted execute permission on 'xp_instance_regdeletevalue' stored procedure

16743 | List of users granted execute permission on 'xp_instance_regdeletekey' stored procedure

16742 | List of users granted execute permission on 'xp_instance_regaddmultistring' stored
procedure

16741 | List of users granted execute permission on 'xp_regenumkeys' stored procedure

16737 | TheCurrentList of the members of the 'dbcreator’ fixed server role

16736 | List of audit actions being audited

16735 | List of Active Directory user accounts that have access to SQL server

16727 | Status of the SQL Server Filestream Access Level

16544 | Status of 'ALTER ANY DATABASE AUDIT' permission granted to grantees(indirect grants)

16543 | Status of 'ALTER ANY DATABASE AUDIT' permission granted to grantees(direct grants)

16487 | Status of 'CONTROL SERVER' permission granted to grantees(indirect grants)

16485 | Status of 'CREATE ANY DATABASE' permission granted to grantees(indirect grants)

16484 | Status of 'CREATE ANY DATABASE' permission granted to grantees(direct grants)

16483 | Status of 'ALTER ANY DATABASE' permission granted to grantees(indirect grants)

16482 | Status of 'ALTER ANY DATABASE' permission granted to grantees(direct grants)

16481 | Status of 'ALTER ANY SERVER AUDIT' permission granted to grantees(indirect grants)

16480 | Status of 'ALTER ANY SERVER AUDIT' permission granted to grantees(direct grants)

16475 | Status of 'CREATE TRACE EVENT NOTIFICATION' permission granted to grantees(indirect
grants)

16474 | Status of 'CREATE TRACE EVENT NOTIFICATION' permission granted to grantees(direct
grants)

16473 | Status of 'ALTER TRACE' permission granted to grantees(indirect grants)

16472 | Status of 'ALTER TRACE' permission granted to grantees(direct grants)

16463 | Status of the 'ON_FAILURE' parameter set for SQL Server audit

16455 | Status of the 'max_file_size' parameter

16450 | List of SQL logins accounts present in the database

16449 | Status of concurrent sessions active on the database

16448 | Status of the 'encryption_state' setting of a database in SQL Server Instance

16431 | Status of the 'crypt_type' setting set for symmetric key encryption in SQL Server Instance

16418 | Status of the 'master_key passwords' setting in SQL Server Instance

16393 | Status of the 'is_master_key _encrypted by server' parameterin SQL Server Instance

16388 | Status of the 'traces’ files inCurrent SQL Server Instance

16383 | Status of the 'Object: Altered' trace event
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16382 | Status of the 'User error message' trace event

16381 | Status of the 'Audit Object GDR Event' trace event

16380 | Status of the 'User-defined Event' trace event

16379 | Status of the 'Object: deleted' trace event

16378 | Status of the 'Object: Created' trace event

16377 | Status of the 'SP: Completed' trace event

16376 | Status of the 'SP: Starting' trace event

16375 | Status of the 'Attention’ trace event

16369 | AuditingStatus of the SQL Server TRACE_ CHANGE_GROUP audit action group

16368 | AuditingStatus of the SQL Server SERVER_STATE_CHANGE_GROUP audit action group

16367 | AuditingStatus of the SQL Server SERVER_ROLE_MEMBER_CHANGE_GROUP audit action
group

16366 | AuditingStatus of the SQL Server SERVER_PRINCIPAL_IMPERSONATION_GROUP audit action
group

16365 | AuditingStatus of the SQL Server SERVER_PRINCIPAL_CHANGE_GROUP audit action group

16364 | AuditingStatus of the SQL Server SERVER_PERMISSION_CHANGE_GROUP audit action group

16363 | AuditingStatus of the SQL Server SERVER_OPERATION_GROUP audit action group

16362 | AuditingStatus of the SQL Server SERVER_OBJECT_PERMISSION_CHANGE_GROUP audit
action group

16361 | AuditingStatus of the SQL Server SERVER_OBJECT_OWNERSHIP_CHANGE_GROUP audit
action group

16360 | AuditingStatus of the SQL Server SERVER_OBJECT_CHANGE_GROUP audit action group

16347 | AuditingStatus of the SQL Server SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP audit
action group

16346 | AuditingStatus of the SQL Server SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP audit
action group

16345 | AuditingStatus of the SQL Server SCHEMA_OBJECT_ACCESS_GROUP audit action group

16344 | AuditingStatus of the SQL Server LOGOUT_GROUP audit action group

16342 | AuditingStatus of the SQL Server LOGIN_CHANGE_PASSWORD_GROUP audit action group

16341 | AuditingStatus of the SQL Server DBCC_GROUP audit action group

16340 | AuditingStatus of the SQL Server DATABASE_ROLE_MEMBER_CHANGE_GROUP audit action
group

16339 | AuditingStatus of the SQL Server DATABASE_PRINCIPAL_IMPERSONATION_GROUP audit
action group

16338 | AuditingStatus of the SQL Server DATABASE_PRINCIPAL_CHANGE_GROUP audit action group

16337 | AuditingStatus of the SQL Server DATABASE_PERMISSION_CHANGE_GROUP audit action
group

16335 | AuditingStatus of the SQL Server DATABASE_ OWNERSHIP_CHANGE_GROUP audit action
group

16334 | AuditingStatus of the SQL Server DATABASE_OPERATION_GROUP audit action group

16333 | AuditingStatus of the SQL Server DATABASE_OBJECT_PERMISSION_CHANGE_GROUP audit

action group
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16332

AuditingStatus of the SQL Server DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP audit
action group

16331

AuditingStatus of the SQL Server DATABASE_OBJECT_ACCESS_GROUP audit action group

16330

AuditingStatus of the SQL Server DATABASE_ CHANGE_GROUP audit action group

16329

AuditingStatus of the SQL Server BACKUP_RESTORE_GROUP audit action group

16328

AuditingStatus of the SQL Server APPLICATION_ROLE_CHANGE_PASSWORD_GROUP audit
action group

16327

AuditingStatus of the SQL Server SCHEMA_OBJECT_CHANGE_GROUP(MNO) audit action
group

16124

Status of the 'SysAdminOnly' setting set for CmdExec job steps

15709

List of stored procedure that executed at startup time

15380

Privilege set of Security principals on Auto-Start Stored Procedures

15192

Status of Nodes participating in the SQL Server failover cluster instance

14916

Status of Windows Services

14915

Status of the Database level permissions granted to the user accounts in MS SQL Server

14791

Status of permissions for SQL Server Agent to access PowerShell subsystems

14637

Status of Symmetric Key encryption algorithm in system databases

14560

Status of the 'max_rollover_files' parameter

14432

Status of 'server-level principals' with 'sysadmin' server role on the SQL server

12625

Status of the IMPERSONATE permission assignment in the database

11895

Status of thelist of databases on an instance of SQL Server

11491

Status of the 'public' role grant to SQL Server Agent proxy

11490

AuditingStatus of the SQL Server SUCCESSFUL_LOGIN_GROUP audit action group

11489

AuditingStatus of the SQL Server AUDIT_CHANGE_GROUP audit action group

11488

AuditingStatus of the SQL Server FAILED_LOGIN_GROUP audit action group

11457

Status of the 'principal_id' for the user created SQL Server login with name 'sa’'

11434

Status of the 'Symmetric Key encryption algorithms' used by the 'Non-System Databases' in
Microsoft SQL Server

11381

Status of the of membership of MSSQL Server Agent Service Account in Windows Built-In
Administrators group

11367

Status of the of membership of MSSQL Server Service Account in Windows Built-In
Administrators group

11366

Status of the of membership of MSSQL Server Full-text Search Daemon Service Account in
Windows Built-In Administrators group

11365

Status of the 'RPC:Completed' trace event setting

11346

Status of the AUTO_CLOSE database setting in contained databases

11345

Status of the Service Account used for 'Full-Text Search' service

11344

Status of the Windows local groups which are SQL Logins

11343

Status of the asymmetric key length for the keys used by non-system databases

11340

Status of Windows BUILTIN groups which are SQL Logins

11304

Status of the 'ExistingConnection' trace event setting (enabled/disabled)

11303

Status of the SQL:BatchCompleted trace event setting (enabled/disabled)
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11272 | Status of the extra permissions granted to the 'public' server role other than its default
permissions

11018 | Status of the built-in certificate-based SQL Server logins

10843 | CurrentList of the members of the database role 'db_owner'

10751 | List the PUBLIC accessing 'Extended Stored Procedures' which name are like 'xp_%'

10750 | Status of the event 'Trace File Close' in theCurrent running traces

10749 | List of the 'collected column IDs' for event 'Audit Server Alter Trace Event' in theCurrent
running traces

10748 | List of the 'collected column IDs' for event 'Trace File Close' in theCurrent running traces

10747 | List of the 'collected column IDs' for event 'Audit Change Audit Event' in theCurrent running
traces

10746 | List of the 'collected column IDs' for event 'Audit Backup/Restore Event' in theCurrent
running traces

10745 | List of the 'collected column IDs' for event 'Audit Login Failed' in theCurrent running traces

10744 | List of the 'collected column IDs' for event 'Audit Server Starts And Stops' in theCurrent
running traces

10743 | List of the 'collected column IDs' for event 'Audit Logout' in theCurrent running traces

10742 | List of the 'collected column IDs' for event 'Audit Login' in theCurrent running traces

10640 | Status of the 'last_request_start_time' setting for user session inCurrent SQL Server
instance(minutes)

10635 | Status of the 'Filesystem Information' for local disk

10634 | Status of the 'Server instance is configured in a failover cluster

10633 | Status of 'Engine edition' forCurrent SQL Server instance

10632 | Status of the 'page_verify_option' setting for databases

10631 | List of the 'running traces' files inCurrent SQL Server Instance

10630 | Status of the 'Resource Governor' setting inCurrent SQL Server instance

10629 | List of the 'Windows Group Authentication logins accounts' inCurrent SQL Server Instance

10628 | List of the 'Windows Authentication logins accounts' inCurrent SQL Server Instance

10627 | List of the 'SQL Server Authentication logins accounts' inCurrent SQL Server Instance

10626 | Status of the 'is_expiration_checked' setting for the SQL Server authentication logins
accounts

10621 | Status of the 'remote query timeout' setting (second)

10620 | Status of the 'remote login timeout' setting (second)

10619 | Status of theCurrent active 'Power Option' setting on the host (Vista and higher)

10618 | Status of the 'BadPasswordCount' for the SQL Server authentication logins accounts

10617 | Status of the 'Password policy is checked' setting for the SQL Server authentication logins
accounts

10616 | Status of the 'PasswordLastSetTime' setting for the SQL Server authentication logins
accounts

10615 | Status of the 'Integrated Security Mode' setting comparing with OS version

10569 | Status of the SQL Server VSS Writer service 'Log on as' (service account) setting

10397 | Status of SQL Server Program Directory
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10396 | Status of SQL Server log and data Paths
10395 | Status of SQL Server installed on a domain controller
10332 | Status of the 'start-on account' set for service 'SQL Server Reporting Services'
10331 | Status of the 'start-on account' set for service 'SQL Server Analysis Services'
10318 | List of ‘credential identity' for each 'SQL Server Agent proxy account'
10306 | CurrentList of 'SQL user and Windows user' with privileges assignment to accessing schema-
scoped user-defined or system objects
9910 | Status of the 'Login Auditing' on the host
9909 | List of logins that do not have MUST_CHANGE' option set to 'ON'
9908 | Status of the 'SQL Authentication' in contained databases
9826 | Status of the SQL Server Service Packs and Hotfixes
9745 | Status of the 'GUEST' account - UNFILTERED
9165 | Status of the 'cross_db_chaining' setting - no database filtering
8953 | Status of the 'sp_denylogin' stored procedure
8878 | Status of the MS SQL Server 'Object owner' accounts
8697 | Status of thelist of 'database users assigned to fixed database roles' not part of the sysadmin
group
8696 | Status of the Logins that have 'Fixed Server Roles' assignments on the server (only specific
Server Role assignments)
8695 | Status of the SQL Server 'password expiration' setting for the 'sysadmin'
8390 | Status of the Log Directory location - Location focused
8275 | Status of the permissions for the Microsoft SQL Server Backup Directory
8261 | Status of the 'xp_cmdshell' option
8260 | Status of the 'Set the CLR Assembly Permissions to SAFE_ACCESS for All CLR Assemblies'
setting
8259 | Status of the SQL Server 'Instance Path' directory permissions
8258 | Status of the SQL Server 'Install Directory' Permissions
7942 | Status of the 'sa' Login Account
7941 | Status of the MS-SQL Server 'Schema Owners of User tables only' setting
7940 | Status of the MS-SQL Server 'sp_audit_write permissions' setting
7939 | Status of the MS-SQL Server 2012 'Logins differ from database names' setting
7938 | Status of the MS-SQL Server 'Control Database Permissions' setting
7937 | Status of the MS-SQL Server Contained Database(s)
7936 | Status of the MS-SQL Server 'Alter Any Database* Permissions' setting
7935 | Status of the MS-SQL Server 'Alter Any User Permissions' setting
7934 | Status of the SQL Server 'sp_migrate_user_to_contained Permissions' setting
7933 | Status of the SQL Server Contained Databases with Encryption
7932 | Status of the Microsoft SQL Server - Database Owners
7931 | Status of the SQL Server 'User Defined Server Role' Members
7930 | Status of the SQL Server 'User Defined Server Roles'
7929 | Status of the SQL Server CONTROL SERVER permissions
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7928

Status of the Security Certificate Last Backup

7392

Status of theCurrent permissions for the 'SQL Server Integration' Service

7391

Current permissions to start the 'SQL Server Active Directory Helper Service'

7385

Status of theCurrent 'Replication Administration Roles'

7384

Status of theCurrent 'Disable Auto Close' setting

7383

Status of the 'Regular Full Backup' setting

7382

Status of the 'Audit Database Mirroring Login Event Class' setting

7381

Status of theCurrent 'SQL Trace Setup' trace file locations

7380

Status of theCurrent 'user-defined extended stored procedures'

7379

Status of theCurrent 'Transparent Data Encryption' (TDE) setting

7378

Status of theCurrent 'Maximum Server Memory' setting

7216

Status of the 'Audit Login Failed' setting

6922

Status of the SQL Server Event 'AlertForwardingServer' setting

6919

Status of theCurrent SQL Server Replication 'Isinstalled’ registry key setting

5259

Status of the SQL login 'CHECK_POLICY' option (weak passwords)

4936

Status of 'Blank Login Passwords'

4935

Status of the 'Temporary Stored Procedures'

4934

Permissions set for the '‘Database Principals' view

4933

Permissions set for the 'Server Principals' view

4931

Status of the 'Audit Statement Permission Event' setting

4930

Status of the 'Audit Server Starts and Stops' setting

4929

Status of the 'Audit Server Scope GDR Event' setting

4928

Status of the 'Audit Server Principal Management Event' setting

4927

Status of the 'Audit Server Principal Impersonation Event' setting

4926

Status of the 'Audit Server Operation Event' setting

4925

Status of the 'Audit Server Object Take Ownership Event' setting

4924

Status of the 'Audit Server Object Management Event' setting

4923

Status of the 'Audit Server Object GDR Event setting

4922

Status of the 'Audit Server Alter Trace Event' setting

4921

Status of the 'Audit Schema Object Take Ownership Event' setting

4920

Status of the 'Audit Schema Object Management Event' setting

4919

Status of the 'Audit Schema Object GDR Event' setting

4918

Status of the 'Audit Schema Object Access Event' setting

4917

Status of the 'Audit Object Derived Permission Event' setting

4916

Status of the 'Audit Logout' setting

4915

Status of the 'Audit Login GDR Event' setting

4914

Status of the 'Audit Login Failed' setting

4913

Status of the 'Audit Login' setting

4912

Status of the 'Audit Login Change Property' setting

CID

Statement

4911

Status of the 'Audit Login Change Password Event' setting
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4910 | Status of the 'Audit Database Scope GDR Event' setting

4909 | Status of the 'Audit Database Principal Management Event' setting

4908 | Status of the 'Audit Database Principal Impersonation Event' setting

4907 | Status of the 'Audit Database Operation Event' setting

4906 | Status of the 'Audit Database Object Take Ownership Event' setting

4905 | Status of the 'Audit Database Object Management Event' setting

4904 | Status of the 'Audit Database Object GDR Event' setting

4903 | Status of the 'Audit Database Object Access Event' setting

4902 | Status of the 'Audit Database Management Event' setting

4901 | Status of the 'Audit DBCC Event' setting

4899 | Status of the 'Audit Change Database Owner Event' setting

4898 | Status of the 'Audit Change Audit Event' setting

4897 | Status of the 'Audit Broker Login Event' setting

4896 | Status of the 'Audit Broker Conversation Event' setting

4895 | Status of the 'Audit Backup/Restore Event' setting

4894 | Status of the 'Audit App Role Change Password Event' setting

4887 | Status of the 'Orphaned User' accounts

4884 | Permissions set for the 'syslogins' table

4883 | Status of the 'xp_enum_oledb_providers' stored procedure

4882 | Disable 'xp_regwrite' stored procedure

4881 | Status of the 'xp_instance_regread' stored procedure

4880 | Status of the 'xp_fileexist' stored procedure

4877 | Status of the 'sp_repltrans' stored procedure

4876 | Status of the 'sp_replflush' stored procedure

4875 | Status of the 'sp_repldone' stored procedure

4874 | Status of the 'sp_replcounters' stored procedure

4873 | Status of the 'sp_replcmds' stored procedure

4871 | Status of the 'sp_MSSetServerProperties' stored procedure

4870 | Status of the 'sp_MSsetalertinfo' stored procedure

4869 | Status of the 'sp_Msgetversion' stored procedure

4865 | Status of the 'sp_getbindtoken' stored procedure

4864 | Disable 'sp_cursoroption' stored procedure

4863 | Disable 'sp_cursoropen'stored procedure

4862 | Status of the 'sp_cursorfetch' stored procedure

4861 | Status ofr the 'sp_cursorclose' stored procedure

4860 | Status of the 'sp_cursor' stored procedure

4859 | Status of the 'sp_bindsession' stored procedure

4834 | Status of the SQL Logins with one or more server role assignments

4833 | List of users having the SQL login 'CHECK_POLICY' option set (strong passwords)

4832 | Status of the System Administrators (SYSADMIN) Role and Logon
CID | Statement

4831 | Permissions set for 'PUBLIC/GUEST' database objects

4721 | Status of Linked/Remote Servers and Windows Authentication
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4720 | Status of Role Assignments

4719 | Status of the system 'Start-up Procedures' setting

4718 | Status of the OS Guest Access on user databases

4717 | Status of the Periodic Scan of Stored Procedures

4716 | Status of the Master Backup setting

4715 | Status of the General Backup setting

4714 | Status of separation of Test and Development Server environments

4713 | Status of the Nested Roles assignments

4712 | Status of the Logins that have 'Fixed Server Roles' assignments on the server (all Server Role
assignments)

4711 | Status of the Password Protection setting on Backups

4710 | Status of Database principals existence

4709 | Revoke CONNECT permissions on the 'guest user' within all SQL Server databases excluding
the master

4708 | Status of the Periodic Role Scan function

4707 | Status of database restore permissions grants

4704 | Status of the System Database backups

4703 | Status of the 'application roles' setting

4702 | Status of Logins for Linked Server Access

4701 | Status of Database Ownership of a schema

4700 | Status of 'Distributed Transaction Coordinator' (DTC) instances

4699 | Status of the MSDB database backup

4698 | Status of the 'grant execute permissions' set for database roles

4697 | Status of the database partition locations

4696 | Status of Remote and Linked Server connections

4695 | Status of User-defined DB Roles

4690 | Status of the default Data Directory location

4688 | Status of the Log Directory location

4686 | Status of the SQL Server install directory permissions

4685 | Status of the SQL Server 'Default port' setting

3328 | CurrentList of 'SQL accounts granted the GRANTPrivilege with the WITH GRANT OPTION
enabled'

3327 | CurrentList of 'unencrypted database stored procedures'

3326 | CurrentList of 'database users assigned to fixed database roles'

3325 | CurrentList of ‘custom database and application user roles'

3324 | CurrentList of all SQL Server roles granted to 'GUEST'

3323 | CurrentList of 'SQL database objects granted to PUBLIC or GUEST'

3322 | CurrentList of 'private asymmetric keys and corresponding encryption type'

3321 | CurrentList of 'symmetric keys employing weak encryption algorithms'

CID | Statement

3320 | CurrentList of database users granted 'Direct Definition Language (DDL) statement' privileges

3318 | CurrentList of 'databases marked TRUSTWORTHY' (TRUSTWORTHY Property settings)

3317 | CurrentList of 'SQL Server Service Broker Endpoints'
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3316 | CurrentList of active ‘XML Web Services endpoints'

3315 | Status of the 'ActiveScripting' subsystem

3314 | Status of the 'CmdExec' subsystem

3313 | Status of the SQL Server 'authentication mode'

3312 | Status of the SQL Server 'Replication’' feature

3311 | CurrentlList of 'database logs and directory location'

3310 | CurrentList of 'SQL Server Agent scheduled jobs and job history'

3309 | CurrentList of 'SQL accounts granted membership to the sysadmin server role'

3308 | CurrentList of 'login accounts in the SQL Server instance'

3307 | Status of the 'Default trace enabled' setting

3306 | Status of the 'SmoAndDmoXPsEnabled' setting

3305 | Status of the 'Common Criteria Compliance' setting

3304 | CurrentList of 'SQL Server Agent proxy accounts'

3303 | Status of the 'SA account password'

3302 | Status of the SQL Server 'password expiration' setting

3301 | Status of the SQL Server 'password complexity' setting

3288 | CurrentList of database objects granted 'REFERENCES'Privilege to 'GUEST' and/or 'PUBLIC'

3287 | Status of the 'GUEST" account

3286 | Current name of the Microsoft SQL Server instance

3275 | CurrentList of SQL User Accounts granted access to 'xp_revokelogin'

3270 | CurrentList of SQL User Accounts granted access to 'xp_regread'

3269 | CurrentList of SQL User Accounts granted access to 'xp_logininfo'

3268 | CurrentList of SQL User Accounts granted access to 'xp_grantlogin'

3125 | Status of the 'OLE Automation Procedures' setting

3124 | Status of the 'Remote Admin Connections' setting

3123 | Status of the 'clr enabled' setting

3122 | Status of the 'Ad Hoc Distributed Queries' setting

3121 | Status of the 'Allow updates' setting for system catalogs

3102 | Status of the 'AUDIT ADDLOGIN EVENT' event class

3101 | Status of the 'AUDIT ADD ROLE EVENT' event class

3082 | Status of the 'AUDIT ADD MEMBER TO DB ROLE EVENT' event class

3081 | Status of the 'AUDIT ADD LOGIN TO SERVER ROLE EVENT' event class

3064 | CurrentList of SQL User Accounts granted access to 'xp_regwrite'

3063 | CurrentList of SQL User Accounts granted access to 'xp_regremovemultistring'

3062 | CurrentList of SQL User Accounts granted access to 'xp_regenumvalues'

3061 | CurrentList of SQL User Accounts granted access to 'xp_regdeletevalue'

3050 | CurrentList of SQL User Accounts granted access to 'xp_regdeletekey'

3049 | CurrentList of SQL User Accounts granted access to 'xp_regaddmultistring'
CID | Statement

3048 | CurrentList of SQL User Accounts granted access to 'sp_OAStop'

3047 | CurrentList of SQL User Accounts granted access to 'sp_ OASetProperty'

3046 | CurrentList of SQL User Accounts granted access to 'sp_ OAMethod'

3045 | CurrentList of SQL User Accounts granted access to 'sp_ OAGetProperty'
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3044

CurrentList of SQL User Accounts granted access to 'sp_OAGetErrorinfo'

3043 | CurrentList of SQL User Accounts granted access to 'sp_ OADestroy'
3042 | CurrentList of SQL User Accounts granted access to 'sp_OACreate'
2944 | CurrentList of SQL User Accounts granted access to 'xp_subdirs'
2943 | CurrentlList of SQL User Accounts granted access to 'xp_sscanf'

2942

CurrentList of SQL User Accounts granted access to 'xp_sprintf'

2941

CurrentList of SQL User Accounts granted access to 'xp_servicecontrol'

2905

CurrentList of SQL User Accounts granted access to 'xp_readerrorlog'

2904

CurrentList of SQL User Accounts granted access to 'xp_msver'

2903

CurrentList of SQL User Accounts granted access to 'xp_loginconfig'

2833

CurrentList of SQL User Accounts granted access to 'xp_logevent'

2832

CurrentList of SQL User Accounts granted access to 'xp_getnetname'

2830

CurrentList of SQL User Accounts granted access to 'xp_fixeddrives'

2828

CurrentList of SQL User Accounts granted access to 'xp_enumgroups'

2827

CurrentList of SQL User Accounts granted access to 'xp_enumerrorlogs'

2823

CurrentList of SQL User Accounts granted access to 'xp_dirtree'

2783 | CurrentList of SQL User Accounts granted access to 'xp_cmdshell'

2782 | CurrentList of SQL User Accounts granted access to 'xp_availablemedia'
2761 | Status of the 'Database Mail XPs' setting

2706 | Status of the 'scan for startup procs' parameter in sys.configurations table

2705 | Status of the 'remote access' server configuration setting
2704 | Status of the 'c2 audit mode' setting

2701 | CurrentList of SQL Server sample databases

2692 | Current name of the built-in 'sa' account

2691

Status of the 'AUDIT ADD DB USER' event class

2690

Status of the 'Media Retention' setting

2683

Status of the 'cross_db_chaining' setting

2682

Status of the SQL Server application 'version number'

2162

CurrentList of 'Prohibited software applications installed'

1185

Status of the 'System cryptography: Use FIPS compliant algorithms for encryption
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